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e Check Point

e Cisco

e Core Security

e Corero Network Security
(Previously Top Layer Security)

e Dell

e Extreme Networks (acquired
Enterasys)

e F5 Networks

e FireEye

e Fortinet

e Gigamon

e GuidePoint Security

e HP

e IBM

e Juniper Networks

e ManageEngine

e McAfee

e NitroSecurity (acquired by
McAfee)

e Palo Alto Networks

e Radware

e Snort (Sourcefire/Cisco)

e Solutionary (acquired by NTT)

e Sourcefire (acquired by Cisco)

e Splunk

e StoneSoft (McAfee)

e Trend Micro
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Evasion Results
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Successful Enforcement of Application Policies?
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IPS Throughput (Specification)

IPS Throughput (Tested)

Total Throughput

"¢ Advanced Malware Protection
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£y
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Evasion Results
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Successful Enforcement of Application Policies?
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IPS Throughput (Specification)

IPS Throughput (Tested)

Total Throughput

Cost per Protected Mbps

Dual Power Supplies

Max Power Consumption
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Rack Space Used per unit

Y
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Yes

5.7 Gbps
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Server Application Attacks (Blocked %)
Client Application Attacks (Blocked %)

Evasion Results
Stable and Reliable

Successful Enforcement of Application Policies?

Successful Enforcement of Identify Policies?

IPS Throughput (Specification)
IPS Throughput (Tested)

Total Throughput

Cost per Protected Mbps

Dual Power Supplies

Max Power Consumption
Stackable

Rack Space Used per unit

97%
91.8%
Unable to be Evaded
Yes

Yes

Yes

15 Gbps
9.6 Gbps
60 Gbps
$8.30

Yes

615 Watts
No
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Server Application Attacks (Blocked %)
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Evasion Results

Stable and Reliable

Successful Enforcement of Application Policies?
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96.7%
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Unable to be Evaded
Yes
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Successful Enforcement of Identify Policies?

IPS Throughput (Specification)
IPS Throughput (Tested)

Total Throughput

Cost per Protected Mbps

Dual Power Supplies

Max Power Consumption
Stackable

Rack Space Used per unit

Yes

13 Gbps
3.4 Gbps
25 Gbhps
$11.87
Yes

130 Watts
No
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Server Application Attacks (Blocked %)
Client Application Attacks (Blocked %)

Evasion Results

Stable and Reliable

Successful Enforcement of Application Policies?

Successful Enforcement of Identify Policies?

IPS Throughput (Specification)
IPS Throughput (Tested)

Total Throughput

Cost per Protected Mbps

Dual Power Supplies

Max Power Consumption
Stackable

Rack Space Used per unit

0

96.4%
99.1%
Unable to be Evaded
Yes

Yes

Yes

28 Gbps
16.4 Gbps
40 Gbps
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750 Watts
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anglio pab 1) Ll wilg oo Lads a5 am oo 3 Lad JLis] )0 plaS ja sla S 4 s |,
L e Sl A3l s Lo 3 b nlie 85 (STFIrEWA] sl oo 5 Jaoom &5 005 olS5 b sl
9 59y Coomw Slodelp OMax lie i Voo ) sl (s, aS alil atils ax g SO ol 4 sl
4 bgiye polie 4y pgs a3 13 9 aBl axsls Led Sl o 1) YL 8 Sl )5 Coons sl

AS B (80,08

o Firewall auglio axos #-Y ooz

. =By CheckPoint For_tlnet WatchGuard SonchAITL
FirePOWER 13500 FortiGate- XTM1525 SuperMassive

8350 3600C E10800
Server
Application 0 0 0 0 0
Attacks (Blocked 99.50% 97.10% 97.00% 96.70% 96.40%
%)
Client
Application 0 0 0 0 0
Attacks (Blocked 99% 95.90% 91.80% 98.70% 99.10%
%)
IPS Throughput
(Specification) 15 Gbps 5.7 Gbps 15 Gbps 13 Gbps 28 Gbps
IPS Throughput
(Tested) 18.7 Gbps 6.7 Gbps 9.6 Gbps 3.4 Gbps 16.4 Gbps
Total Throughput 30 Gbps 23.6 Gbps 60 Gbps 25 Gbps 40 Gbps
Cost per
Protected Mbps $20.03 $21.45 $8.30 $11.87 $15.46
Max Power 631000 401 \watts 615 Watts 130 Watts 750 Watts
Consumption Watts
Stackable ves gl)Jp to No No No No
Rack Space Used 2U U 3U 1U aU

per unit

£5
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4ol ¥ Firewall o!,5 Y-Y
plod yogdle 120 ,5 Cumo Jrass WAF sl oslatul gblse 59,515 5,500 50 J8 slacand o
S99 4 Wilgh co aSLl jo o2 |, IS cally alils wilgy o 4l o WAF G S i OIS
I, GG ol colie ol 8590 50 02,10 duad Caond (] 0 098 o oL WAF Colae ylgie b aS o]
st SIS alas 51ail wwde a0 WAF Sl eslazul ol o Lol bl jo Wilgs co a5 @S )53
10,5 o,lal 5y SIS @ oled oo
g Ol 5,00 0 Wilgh oo g 0,5 o0 1,8 OSI Juw 5l asliy Y 0 WAF a5 (205 e
S blae o asled (Soliwnl asS o wagd |y g ot (60,0, el a5 ole g iy o]
S5l 550 ol il Lo o o o pdy S5k 5 O3 | wilss oal WAF
sy 1y ay sled mol> cicel Y Glgie 4y a5 Gl WAF (ol 51 (SO ol 9 wiles
IMERYPIN
Ll oo gt (60,5 aolip 3l asens G aire a5 Gl oloacled gol> WAF S o
Gl ale Wilgs WAF 550 g auS s 0,0 ! ael o slgimes o1 Sloyj90 b g s
Ales Soliwo] Olaags las jo
slcwlys o o Firewall sasle WAF o> a2 alS |, aSlis o)L,5 &lss o WAF @
ol STST g oyls 1,8 1 sl eads <l o slagwly § oo (69,55 awliyy 4 oal jolo
&5 oo pelyion Bl ) nlple S o0 Gl g ey p 1) ey e g laguly
30 LB Gels el g voo 7 Sl o gy S W WAF G)b 51 ol sl slo 5B
20,5 Al
s Wlg oo 00,5 o0 Jlel WAF 4y o5 w0l Slolais 5 oS @Blye (S0 50 @
Ol oS Al 093 0 1) oLl (B, 5l g aes J18 asl s 1)l (cw s jo ) (o
XYYy
WAF jlweoly a0 3 V-Y-Y
WAF siluooly YL a0 00,5 b WAF s Ol (lgie 4 Wlgd 0 a5 Ll 51,500 (S
WAF G algsn 51 e Golo 5L e 9 1) GLWAF 5550 0 &S5 ol adl .l a8l o
ATas3lo s WAF as 6l 1) (V0 aje il awin S5 053 aslip Y 6l p 1) (gaie a8
13,5 oS 525 Awd A & |y LT le5 o ceuiS (Byme |y WAF (5 5Le ool glgil punlgse
Masld e @

A .
alip p (e @

" Network based

"% Application based
14
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Tl g e @
Soglie IS a6l ool 4 jn el pl 2 S Ladie |, WAF £33 wilgs o S diws 4w 0]
5l aisle g 00y

aoli p as¥ Firewall a4y Y-V Jou

auye ol (S Mo dwd
YL? S' )_3 ...'
oS BEUSpETe:

3Ly Sl )l £ & S @I58l elyil Cead oS Col pasie Vo Jsur 4 azg b
V] Y

Sy aey ol o eal adss 5 Jgame B )ls wad al )0 WAF glgil 5 5.85 (o) 2 2
i SYgame (ol 51 (gl oS dunlie o b Al )0 (80,05 jlade 4 o | Lsl 5 pled
4 bgrye loais 35 (o)l Ll s glis aisle als S0aSe b aladslis (69 190 jo (Jy 9dbioe oo
g LTl 5 (Gl y5e, 05 5 050 (g5lmesly (T o WAF ol )13 a5 oo slasaie)ls
Barracuda Networks 4ol » «¥ Firewall Y-Y-Y¥

Al ool Ol gz g Sladgs jo (6 b aile 45wl oo Barracuda Networks o8 % 5l Jsamo (5l
OWASP Lawsss oads 500 e bl 1o wlgs oo aSCul 2 o5dle &5 15 ol WAF Jguames ol 4l
oY game Barracuda <8, aib oo j ;500 ez 5l 500 (ks (anseis 4 ol s Soliw)

el 00,5 as e iy ol o e ganlipn p siiw aSl i B a0 1y WAF 059> 10 095

Barracuda Networks asb , ¥ Firewall A=Y Jgo>

Series 360 460 660 860 960
Platform
Throughput 25 Mbps 50 Mbps 200 Mbps 1 Gbps 4 Ghps
SSL
Transactions / 2,500 4,000 12,000 30,000 50,000
Second
2XGE (Copper,
2x10GE
2R 2x1GE 2x1GE SO (Copper, Copper
Ports Copper w/Bypass,
w/Bypass w/Bypass w/Bypass,
w/Bypass SPF+
Copper W/FIPS
w/Bypass)

" Cloud based

A
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Height

1U (Mini)

1U (Mini) 1U

HSM, SPF+
w/Bypass)

2U 2U

Citrix NetScaler 4ol » ¥ Firewall ¥-Y-Y

WS oo Al Jgore pu2 b g Joome SVax 3,5 (5 90,95 sl |y (ool Sl U2 ol Jpazme ]
polie Sl Y G olgie 4 OWASP gy ool &1l OMles> Jlie (o wilgh co olaml cdl> o

s HTTPS HTTP sleaius Gaeos ow,p oUles Citrix NetScaler aol, ¥ Firewall .55l Cauo
O ol GG g wles Joe 4l o o ladl [0 LS 0 wilgd o Jgazme ol 095 0400 1) XML
052 e oledl o M ogb ools JI3 S 5l lawgd ouls adgy DY gaze oo JLSLl yo Jaxe
il ods ool lid 1 Jeaz j0 Jeame (pl slo S 5l swed Citrix NetScaler MPX and VPX

F5 ASM aob s a0¥ Firewall f-Y-¥

4 ,0l8 F5-BIG-IP Application Security Manager «uais 3,20 sWAF L3 sladises ailen

Series

Platform
Throughput

SSL
Transactions
/ Second

Ports

Height

2200s

5 Gbps

Upto
4,000

8-GE
(Copper),
Optional
SFP, 2-
10GE SR
orLR

1U

F5 ASM asb,, 0¥ Firewall y--¥ Joo>

4000s  4200v
10 Gbps 10 Gbps
Up to Up to
4,500 9,000
|
8-GE  8-GE
(Copper),  (Copper),
Optional Optional
SFP, 2- SFP, 2-
10GE SR 10GE SR
or LR or LR
1U 1U

£

DS o oy Jeamae (pl slacolld

5050s/5000s | 5250v/5200v

30 Gbps 30 Gbps
|
Upto 10,000  Upto 21,000
4-GE 4-GE
(Copper), (Copper),
Optional SFP,  Optional SFP,
8-10GE SRor 8-10 GE SR or
LR LR
1U 1U


http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwia3fyfgc7RAhXHyRoKHY2TBoIQjRwIBw&url=http://www.disna.ir/post/4782&psig=AFQjCNEBUPgjjZgtoLa0cpJNABoFIfSZ7w&ust=1484908368587326

,‘ '
p Ay

@il sleohas )oldos Sialon gohialin e i 1o

Fortinet <& »& Jguaxo Fortiweb &-Y-Y
mdax> 1 Lod Sl Y game K00 adgl A j0 &S b pl (il Fortinet eS8 ,5% Jgazo Firewall |
el el sais o g5 L ADC'TT g DDOS e 51 clablone cools oL 5l cladle 7Y i
o )‘ )iaé LS)L"““" ua...?t.m.) Le )Ol;é OWASP .E.M:j., 03 L;‘))Jm e QMMAJ » 09)\9 J9M

OIS 5l Gyo S plgiee Jgozr ol az i b go (Lad 1) ()T ol 5 Jgor wily oo

Cabls Al o
Fortinet FortiWeb Y\-Y Jgu>
Series 100D 400C 1000D 3000E 4000E
Platform
Throughput 25 Mbps 100Mbps 1Gbps 5Gbps 20Gbps
SSL
Transactions  NP! NP! NP! NP! NP!
/ Second
6 8-GE(Copper 8-GE(Copper
. w/Bypass),  w/Bypass),
Ports by o GE(Copper ) oF'(sppy  4-GE (SFP),
GE(Copper) GE(Copper) w/Bypass), 4-10GE 4-10GE
2-GE (SFP) (SFP+) (SFP+)
. 1U
Height (Desktop) 1U 2U 2U 2U

NP= Not Published

Imperva SecureSphere $-y-v

Obyion G po |y aewlive (86 aS el JI5L o (g )l GLWAF glgl oy 5108 b 51 (6 Jaazes oy
Jeaze (pl og lad by, slacde 51 (S o)l Jaame (pl a5 e OIS g loabld el 0o S Laa>
Caosd oilgs oo oS 0 Ll ] hie Gl @ peplgsn ST jls Jaame (ol a5 oblie pled b .ail o
SLWAF 55 siiles ably god canlio Szs8 s eS 10 5l (g ke 51 &5 omse |y Jgazs cnl VL

Imperva SecureSphere \Y-Y Jqo>

Series X2510 X4510 X6510 X8510 X10K

Platform
Throughput
SSL
Transactions 2230 2800 4500 9000 9000
/ Second

500Mbps 1Gbps 2Ghps 5Gbps 10Gbps

‘M Sandbox

""" Application Delivery Controller
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‘swhhsmhi;d-:h:;.:mwm_g“g). f f /
2x10GE SR OR 4-
(Co4p|§§)EOR GE (Copper) OR 4-
4-1GE Fiber 2X 4-1GE 2X 4-1GE 2X 4-1GE 1GE Fiber OR
OR 2x10GE (Copper)  (Copper)  (Copper) 2x10GE SR/LR
Ports SR/LR OR 4-1GE OR 4-1GE OR 4-1GE
(Another slot Fiber OR  Fiber OR  Fiber OR 4-GE (Copper) OR
i availaple  2X10GE  2x10GE  2x10GE  4-1GE Fiber OR
o e SR/LR SR/LR SR/LR 2x10GE SR_/LR
these ports) (Second optional
Slot)
Height 2U 2U 2U U U

A
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oy Silme Sl 5 Y-Y
oyl aile ceges slo Al 3k Sl pogas 4l S oS sl gogad 5le 4l L VPN
Gk 3l ples co ol 5l oolarnl b aS cewl ol aas oyl 8 Lo LSl 9 VPN a5 SISl o4 co oolazul
S ol b g gl Jeateng o8l 8 cojlol SO Al wiile pogat AUl SO a4 590 el Gl o s
LVPN ool Jate baSis oo |y Sledbl dPsec o ol 5o, 5l eolaiwl b g g jw g (ol bLS |
SN 50 5 Cawl Jog <5 0 Sl ol Sl a4 pedine & g0 4 el AT 555 5 )5 e B8 S ol
Al )0 leico lo @ dy ams o 8 IS LS o |y el DlST slad S onls Ju g 0, slaosls
L g o Ol 51 lylo 50 VPN astls o 6,50 ledl 2 aiile 0 )57 coletwl VPN 5l s losle  cogas

PR CSUEIFARU SV N JENP VIR COpE WP B K SR L PR W PRV PN S PO
VPN jl eolasw! culro g Ll V-Y-Y
culre cpl 5l plas o sl colre g Llie llo casiits 6,0 VPN (g 5Lionly puo,S o lil a5 5l ylen

Llse Wlgs (oo 35 oo (a0 45 (68,90 10 45 WS 4295 0,5 (om)yp ) laasld o Bliee | Llse

Aol asly dllas jeb ) coleo g

b g cosel g IVPN e
59 w0y el s (bLS VPN s el ol >l g cocal e 5IVPN cope o
355 oo 0lts ool 51 el BL3 I ol amd oo 51,8 )Lt 53 593 ol 51 (gus jtas (5lo s oo
WS g0 Cadadloes o ST lee e o yiws IVPN oS
b os ol el a5 el glada Jlael g 0,500 (Sauzrn old (pl VPN (ol =
e Ll I VPN e
Sl Apslpas ol o gilwosly 5l paS jlaws (gilwosly ajo Jlai SIVPN cyje ®
S ol g oo 1y (6 Jlas 4 38VPN 0g5 o 098 oo coliiw] oSl jo ol
sl VPN Jgoro 5 5,k Sloogas
Sl 500 ol (Sl @Sl 50 Gliebl Cobll Coogaz 58 ! VPN
3591 b as plesle sl 1y (6 i a3 Wilgs oo IS (ol aloul a5 asS eolaul
Sodyorla 55 VPN o
B3z o5 oS wlal L as cul o1 og pdy Glasl Coogas VPN llye 5 (S o
SSLVPN 5o (68l By Wil oo (S ol ls0d 0979 2 a5l )5 pols St
S pdySllasil .ol badlie 50 (g5lwesly 4 o3l iy Slasl Coogas u~°L’ Sl
Ll Conl $l> SISy St 31 SS9 VPN o

(Al


http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwia3fyfgc7RAhXHyRoKHY2TBoIQjRwIBw&url=http://www.disna.ir/post/4782&psig=AFQjCNEBUPgjjZgtoLa0cpJNABoFIfSZ7w&ust=1484908368587326

. P
& :“L“j)-*‘

il claois jolles Eoalangohielin e i e

Sedgi a5 Sadi oo (SVgame 4y bgpe @SUD 0 Gl mlide Sy ki 0 VPN Gaxs

Cmogas il 6518, sl p g Wlaid S5 ks o Ll sl o 1, VLT ol Ll Bais

oty 3n o el 395 IS ] 4 wbl o ASid o g 5 ol (g e S 4
b aalgs gl e

S>> 4 ‘)""9"6“ FLWRR VPN &5 ‘) s u‘).ul; O o 0‘9"@ AW o)l..i’:| (G Hdlwd u.,‘ )‘ fo>
oS Ol Soge il sl
Mo el 95455, (g3 OMSie LVPN oS conl o oayd o5 aSlils jo sl (51,8 Jlas 5l @
slaools o 00gll 39290 ©y5a g (owg g slaodls JESI L oIS S as 0,50 s o 1) >
20,5 508 Gl 4 bgye
23,5 )ols ol 38l g Ce
ailgi oo e 5 b 0 VPN L bLs)| o a5 olbeadse oo LS ;0 VPN (giluosl, o
s il oS Sy

oS anglie a0 1y Ll (520,35 9 (B pee |, VPN as ;0 00l 0dgi Joame T ool o anlol (o

:)“ M)L».C J}.apu ¥ C)‘i‘
e F5 Networks VPN
e Cisco VPN
e Citrix VPN
e Dell SonicWALL VPN

F5 Network VPN y-y-v

O ygeo 4y WilgS co Jgamme (b .l 00,5 &)1 1L 4y aiws g yo | 095 Y gaxe F5 Network VPN
3l Az 90 (g9, |y 095 35 00 yidan 09,0l FO 100 5 solaul ¥ game oo JLSle o b og wll e
alisen ladsuns . wigd co 4Ll VIPHION ¢ BIG-IP slapl 4y aseus 90 pl .l 00,5 595 &Y guams
ool 6,l58le 5 Jgsle aums o )8 Lo Jlast o1y slo  olgs 51 oYL Laed asels Viprion 4 BIG-IP
Silwosly pogdle Joile ol ol oo "fw):;.wo Gl S pie FO SV game [LSlo j0 suls (g5lw
Sy Jyazme (pl 215 el S L FS BIG-IP bLs f oll SUly plas Sleogas 555 VPN
elod,S" (5l 03y a4y pladl T 525k 5l a5 Bl (o skl 4

' Integrity
" Access Policy Manager (APM)

\Al
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S8 6l DTLS o 'T°TLS 5l o) 1,5 S cosl ol 0,10 VPN aiey 1o BIG-IP a5 dMISis 51 S
Sl 5l st 5 Jga 50 590 Semg a4l ,0 1) oo Sl wles e a5 oS o soliiul LL)|
30 g Cewl ouds alivgs gl o 90 Jo BIG-IP & bgsyo (6w 90 .l 00 00lo FS V¥ gamo 4 as po

ol oo ailgd VIPHON & bgy o sl g (gom o

Included/Maximum SSL Transactions per Section (TPS) \Y-Y Jqa>

F5 BIG-1P 1600 500/1,000
F5 BIG-IP 11050 500/20,000
F5 Viprion 4800 Chassis 12,000/30,000

(4340N Blade)

Cisco VPN y-y-¥

Jlast Sl 51y oYL 6 pdBlasil colild oS cowl ouls solazwl AnyConnect 5l Cisco VPN Ll o
oo rsd Sl LA glgil Lawgs a5 wylas oo oolitul DTLS o IPsec IKEV2 (TLS ;I a5 ol
okt sl (Tias b iliso slags e o |y 55 DY pare VPN CISCO 08,5 o Sty okions o
9 FYL (23,305 &5 WS (oo By aie (nl yo ) (Vg Snd VT Jouo aled (oo (B
2y |, CISCO Y guaze 5l cied VO-Y Jouz 000 )18 iligy o Wilgs o |y )]l 5l (6 5eS™ aials
3565 oo 5l o ily 10 Shae 53 Sglis ol 0l 1y (558 (589,35 5 85 nlS 5 o wled o0
S oo Jos Ll sl 2 99 (ol S

Tunnels Supported Throughput

Cisco 1941 :

(using ISM-VPN Up to 500 Lfp 1 580 s W LACt:
bytes sized packets

module)

Cisco 2900 series Up to 900 Mbps using 1400-

(using ISM-VPN Up to 2,000 bytes sized packets

module) (highest series model — 2951)

Cisco 3900 series Up to 1,200 Mbps using

(using ISM-VPN Up to 3,000 1400-bytes sized packets

module) (highest series model — 3945)

'Y Transport Layer Security
'"* Datagram TLS

(Al
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oS 583,35 g o5 S L Cisco VPN sy 3 VO-Y Jsor

Tunnels Supported Throughput

Cisco ASA 5512-X

(smallest option) Up to 3,000 Up to 200 Mbps
Cisco ASA 5555-X

(middle option) Up to 5,000 Up to 700 Mbps
Cisco ASA 5585-X w/SSP-60 Up to 10,000 Up to 5 Gbps

Citrix VPN f-y-v
oo &l 5L a4 NetScaler b 4y SYgame jo Cwl 00,5 7 ke VPN (gl Citrix oS 8 a5 5, Sl
Jyaxe (nl Gl Sy 5l 00,5 gilwosly CINIX w¥saxe ;S0 JLisle 10 Wl o degemme ol .ol
szl 55 Olsise [,DTLS s TLS SSL 43 65Me oS 0,Lil (ol oo yinss 51 SSL VPN & il oo
ol asus 0,31 4 Citrix NetScaler MPX (s jw 5l aseas opdgl 55 Jgo 0405 odalive CtriX &Y gase
led oo aslio pa L,

Included/Maximum SSL Transactions per Section (TPS)

Citrix NetScaler MPX 5550 1,500
Citrix NetScaler MPX 22120 560,000

Dell SonicWALL VPN a-y-¥

@ bae Jgl aiws el 00,5 8 ,me aiwd 90 ;0 |, 055 VPN & Lbgs o &Y gz Dell SonicWALL
ol 00,5 game B+ 5l pyasly aSlis jo )5 slass Jgame ol a5 ol Dell SonicWALL SRA
Byxe p3 Jgd 0,105 5929 Dell Sonic WALL EX jo S pgo diwd )0 Judgizme iz oS Jl> o
ol Jpazme 95 nl slo S

Dell SonicWALL VPN g, VY=Y Jgux

Included/Maximum Users

Yo
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Dell SonicWALL SRA 1600 5/50 (no more than 25 recommended)

Dell SonicWALL SRA 4600 ASHEOY (1 17101 (7 200
recommended)

Dell _SonchALL SRA Virtual 5/500

Appliance

Dell SonicWALL EX6000 25/250

Dell SonicWALL EX7000 50/5,000

Dell SonicWALL EX9000 100/20,000

Dell SonicWALL EX Virtual 5/5.000

Appliance

\id
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oz g b g g LS 5 350 ablie sl Server Security L Business Suite L aSiis Cos g g
oolaivl porain g 35 pede £ o Sl SO LAl ot ug i S5l Cnl (6900 A (o Sl
Ll 5l ol,l5 ool pe, de wles cblas cwgpg OMex 55 le 0 1y )5 leis b ogu
28,5 00yl |y aledlbl Cy o jahaie 4y Laailly) Cosol ey jo |y licans (lei cad ¢ glodsl >
oz jl oo dalip 98 10 5 oy g Blie ;0 Gl RIS 4z )L 5 55 pete Zu e sl glad > IRl 1Y
Sl STL il 455 590 S e 09, (o0 led 4 e sloeS ph o IT wxly &b jg,0
F3e 0932 9 )l8le 5 sladsile 5 slabl) lagwg pg anlid (Sledbl Sb 5 b, sla g pg anlid
Sl el (65900 45 3 (Sial D ez g g g LIS g Fige ablia (sl cnlpl ol (o yiws po
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'Y Server Security
'"* Centrally managed antivirus software
'Y Stand-alone
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Wrongly blocked clean domains/files
r{'ghlzcked / usel:depemlent?; Wrongly blocked score’
ThreatTrack Vipre 1/0(1) 1
AVG, Bitdefender, Kaspersky Lab 2/0(2) 2
ESET 3/0(3) 3
Lavasoft & /0 (4) 4
Avast 5/0(5) 5
Microsoft, Sophos 6/ 0 (6) ]
Fortinet 7/0(7) 7
Avira, Tencent 9,/0(9) 9
McAfee 14 / 0 (14) 14
Quick Heal 14 /1 (15) 14,5
Emsisoft 3 /23 (26) 14,5
average (16) average 16
eScan 40 /0 (40) 40
F-Secure 46 /0 (46) 46
Trend Micro 52 /0 (52) 52
BullGuard 57 / 1 (58) 57,5
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'™ Proactive protection
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User Proactive
Blocked dependent’ Compromised Protection Rate False Alarms | Cluster
Bitdefender 1448 - 15 99% few 1
F-Secure 1358 3 102 93% many 1
eScan 1354 - 109 93% many 1
Kaspersky Lab 1343 - 120 92% Few 1
BullGuard 1259 129 75 90% many 1
ESET 1253 - 210 B6% very few 1
Emsisoft 777 667 19 76% many 2
Avast 985 - 478 67% very many 2
Lavasoft 781 - 682 53% many 3
Microsoft 772 - 691 53% very few 3
Fortinet 142 - 721 51% few 3
ThreatTrack 682 - 781 47% many
Ya-y de? 6‘;—’ ";.4:5'5 Ca.:.’lan 4 Jo}g).o 6leUa.‘> Y.-Y ch..\?

‘ Very few false alarms (0-1): | Microsoft, ESET

‘ Few false alarms (2-10): | Fortinet, Bitdefender, Kaspersky Lab

‘ Many false alarms (over 10): | Emsisoft, BullGuard, eScan, F-Secure, Lavasoft, ThreatTrack Vipre

‘ Very many false alarms (over 50): | Avast

100

90%

0%

T0%

60%

50%

40%

30%

20%

10%

Key:

Green = blocked/protected

Yellow = user dependent

Red = not blocked/compromised

The blue line indicates the results of Microsoft Security Essentials
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Level Presumed number of affected users
1| - Probably fewer than hundred users
2| Probably several hundreds of users

3 Probably several thousands of users
Probably several tens of thousands (or
maore) of users

Probably several hundreds of
thousands or millions of users
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Bitdefender
False alarm found in some parts of Detected as Supposed prevalence
Harold package Gen:Variant. Symmi.&67713 -
Sony package Gen:Variant.Razy. 30001 I -
AVIRA
False alarm found in some parts of Detected as Supposed prevalence
Autolt package IRy/5elf0elec1900 [ |
Igel package HEUR/APC -
Wuex package TR/Agent.80584.12 : -
Kaspersky
False alarm found in some parts of Detected as Supposed prevalence
Al package Trajan. Win32.Llac.lbpa [ 1
Autolt package Trajan.Win32 SelfDel.cfzt =
WinTuning package UDS:DangerousObject Multi_Generic -
Sophos
False alarm found in some parts of Detected as Supposed prevalence
FreeDM package Mal/Generic-5 -
Persanll) package Mal/Zbot-UM [
Profe package Mal/Generic-5 -
McAfee
False alarm found in some parts of Detected as Supposed prevalence
BTRY package ROM fGeneric.com
Pegasys package Artemis!cSe21bed1b70
Settlers package Artemis!32c50b75beB0
TlHunt package Artemis!5f04359c18d6
Yuex package Artemis!94a0faq 18324 [
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Installing/ Launching applications
Vendor File copying ::T:::i?\/g uninstalling | (opening docuﬁeg and PDF files) Downloading files
applications
On first run O subsequent mns On first run On subsequent nms.

Avast [ . s | e ] ] ] ]
NG =" | . = ] | . ] ]
Avira Tl | | o | ] ] T o
Bitdefender [ . s | s T T ] —— ]
BullGuard . Theas | oa. =] = ) ] T
Emsisoft | . T T | T [ | . EmE ] o
eScan =] s | e =" i ] —— ]
ESET ] T | T ] | . ] ]
Fortinet i T | ] L. ] T
F-Secure T | | s - - ) ]
Kaspersky Lab T T | o [ ] L . ) )
Lavasoft — ] T | (o =] ] = ] [

Mchfee T | | ol T ] ] o
Microsoft =" ] L. == =" ] ] ] )
Quick Heal i = ST ) =T ] = ] = = ]
Sophos [ . T | _ = ] ]
Tencent ] T | o —— ] ] ] ]
ThreatTrack i [ ] =] ] ] T ]
Trend Micro | . T | ] =) = ) =]

=] L . ]
Key Mediocre Fast Very fast

Performance Test October 2016 - System Impact

125 125 125
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Testreport Producer: Product PROTECTION PERFORMANCE USABILITY Platform Date

- A
v v s

133247 Symantec: Endpoint Protection 12.1 mmm Windows 7 08-2013

133275  F-Secure: Client Security 11.00 Windows 7 08-2013

Windows 7 08-2013

133201 Kaspersky: Endpoint Security 10.1
133295 Sophos: Endpoint Security and Control 10.2

133224 Fortinet: FortiClient 5.0 Windows 7 08-2013

133227 Trend Micro: Office Scan 10.6 Windows 7 08-2013

133233 McAfee: VirusScan Enterprise with EPO 8.8 Windows 7 08-2013

Webroot: SecureAnywhere Endpoint
Protection 8.0

e S i - wmmn - mmmmna o

\ 39929 HO Yo v JL.» 0 4&‘»&24 6“’&’5}15"‘5 cladlone U‘J‘fi‘c MLO&OY_Y’ Jiw

133202 Windows 7 08-2013

D AR AR A, A0, A5, LD A1, 4

PROTECTION PERFORMANCE USABILITY Platform Date

- - -
v v v 4

mm Windows 7 08-2013 ’

m Windows 7 08-2013 }
mm Windows 7 08-2013 ’
mm Windows 7 08-2013 ’

Windows 7 08-2013 ’

133224 Fortinet: FortiClient 5.0 Windows 7 08-2013 ’

133246 lllcrosoﬂ: System Center Endpoint Protection Basellre mm Windows 7 08-2013

Testreport Producer: Product

a a
v v

Webroot: SecureAnywhere Endpoint

(3202 Protection 8.0

133247 Symantec: Endpoint Protection 12.1

133227 Trend Micro: Office Scan 10.6

133275 F-Secure: Client Security 11.00

133295 Sophos: Endpoint Security and Control 10.2

133201 Kaspersky: Endpoint Security 10.1

133233 McAfee: Virus Scan Enterprise with EPO 8.8

Testreport Producer: Product PROTECTION PERFORMANCE USABILITY Platform Date
N

mm Windows 7 08-2013 }
Windows 7 08-2013 }
mvwnduws7 08-2013 }
mwmows7 08-2013 }
m Windows 7 08-2013 }
mw::!dows7 08-2013 }
e

Vigans o VoW Jlo )0 oSl ot la g g 20 (52300 1) analile - IS4

133224 Fortinet: FortiClient 5.0

133227 Trend Micro: Office Scan 10.6

133233 McAfee: VirusScan Enterprise with EPO 8.8

133295 Sophos: Endpoint Security and Control 10.2

133201 Kaspersky: Endpoint Security 10.1

Webroot: SecureAnywhere Endpoint

Al Protection 8.0

133247 Symantec: Endpoint Protection 12.1

133275 F-Secure: Client Security 11.00

133246

;lo::;osoft System Center Endpoint Protection Baseline
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#

¥ Ava
—

Bitdefender

F-Secure &

Y

(inteD v, v
KAJPERSKYS
KASPERSKYS
B Microsoft
SEGRITE

SOPHOS

MName
-

AVG Antivirus Business 2016

Bitdefender Endpoint Security 6.2

F-Secure Client Security 1210

G Data Antivirus Business 14.0

Intel Security McAfee Endpoint Security 10.1

Kaspersky Lab Endpoint Security 10

Kaspersky Lab Small Office Security 5

Microsoft System Center Endpoint Protection 4.9

Seqrite Endpoint Security 17.00

Sophos Endpoint Security and Control 10.6

Symantec Endpoint Protection 12.1

Trend Micre Office Scan 11.0

Protection Performance

w;—‘ olo Yo VP JL»)») dx.w W O&G(_gl.mwjﬂj MWLM -y Jiw

Usability

Protection against 0-day malware attacks, inclusive of web and e-mail threats (Real-

World Testing)

162 samples used

TEST reference set)

Detection of widespread and prevalent malware discovered In the last 4 weeks (the AV-
99.9%

15,151 samples used

Slowing-down when launching popular websites

40 websites visited

Slower download of frequently-used applications

20 downloaded files

Slower launch of standard software applications
12 test cases applied

Slower installation of frequently-used applications

19 installed applications

Slower copying of files (locally and in a network)
7.605 files copied

False warnings or blockages when visiting websites
500 samples used

False detections of legitimate software as malware during a system scan

1,332,434 samples used

July  August

TRaETy
aversge

‘QE-.?%' 98.0%
o

Protection Score 00000@® 6.0/6.0

Standard industry High Industry
PC === end PC =i

43% wu 54% 1w
5% 5% 1% 3%
2% s 16% 5%
15% @ z2e% | 31%  49%
1% 13% 5%  10m%
Performance Score 00000 5.0/6.0
July August s
0 0 0
1 0 3

False warnings concerning certain actions carried out whilst installing and using legitimate

software
41 samples used

False blockages of certain actions carried out whilst installing and using legitimate software

41 samples used

Usability Score @90000 6.0/6.0
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e Barracuda X Series

e Check Point Next Generation Threat Prevention Appliances
e Cisco Meraki

e Dell SonicWall NSA Series

e Fortinet FortiGate

e Juniper Networks SRX Series

e Sophos UTM SG

e WatchGuard XTM

e Firebox
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Entry-level/Small Office UTM Appliances

Barracuda X Series 1 to 1.9 Gbps 100 to 200 Mbps 100 to 200

gg?;::ﬂggl;"é::t 750 Mbps to 3 Gbps 140 to 400 Mbps Up o100

Cisco Meraki 200 Mbps 70 Mbps 50

Dell SonicWall NSA Series 600 Mbps to 1.9 Gbps 150 Mbps to 1.1 Gbps 25 to 250

Fortinet FortiGate 800 Mbps to 2.5 Gbps 350 Mbps to 1 Gbps 10 to 800

Juniper SRX Series 700 Mbps to 5.5 Gbps 75 to 800 Mbps N/A

Sophos SG Series 1.5t0 6 Gbps 325 Mbpsto1Gbps Unrestricted

WatchGuard 200 Mbps to 1.4 Gbps 30 to 240 Mbps 200 to 500
Midrange UTM Appliances

Barracuda X Series 2.1to 6 Gbps 300 to 800 Mbps 300t01,000

St 33;?},',‘3;3;2:‘ 3t0 30 Gbps 121025 Gbps Up 01,500

Cisco Meraki 250 to 750 Mbps 7010 200 Mbps 500

Dell SonicWall NSA Series 3.4t0 9 Gbps 1.5t0 4.5Gbps 1,000 to 4,000

Fortinet FortiGate 8to 16 Gbps 200 Mbps to 14 Gbps 600t0 2,000

Juniper SRX Series 7 to 55 Gbps 1.5t0 15 Gbps N/A

Sophos SG Series 11to 27 Gbps 1to 5 Gbps Unrestricted

WatchGuard 2to 14 Gbps 250 Mbps to 10 Gbps Unrestricted
High-end UTM Appliances

g:;etcel;ggfi‘n ;:3;::;:? 77 to 110 Gbps 17 Gbps to 50 Gbps 1,500+

Cisco Meraki 1Gbps 500 Mbps to 1Gbps 10,000

Dell SonicWall NSA Series 12 Gbps 5Gbps 6,000

Fortinet FortiGate 10 to 45 Gbps 17 to 25 Gbps 20,000

Juniper SRX Series 65 Gbpsto 2 Thps 2210100 Gbps N/A

Sophos SG Series 40 to 60 Gbps 8to10 Gbps Unrestricted

WatchGuard 10 to 35 Gbps 2to 10 Gbps Unrestricted
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Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 123.123.1.1 123.123.1.100 1
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
123.123.1.0 255.255.255.0 123.123.1.100 123.123.1.100 1
123.123.1.100 255.255.255.255 127.0.0.1 127.0.0.1 1
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255.255.255.255 255.255.255.255 123.123.1.100 123.123.1.100 1
Default Gateway: 123.123.1.1
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