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Right-click My Computer on the desktop, and click Manage.
Expand System Tools, and select Device Manager.

Right-click Device Manager, point to View, and click Show hidde
devices.

Expand Non-Plug and Play Drivers.

Right-click NetBios over Tcpip, and click Disable.
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» Right-click on Local Area Connection, and click Properties.

* C(lear the Client for Microsoft Networks box.

* (lear the File and Printer Sharing for Microsoft Networks box
SMB uses the following ports:

TCP port 139

TCP port 445
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Local Policies > Audit Policy-> Audit account logon events
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File Action View Help

o HE XKE 2| HE

= Local Computer Policy "
w i Computer Configuration
| Software Settings
w [ Windows Settings
| Marme Resolution Po
|| Scripts (Startup/Shut
= Deployed Printers
v T Security Settings
4, Account Policies
v [ Local Policies
4 Audit Policy
' User Rights A
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| Software Restricti
| Application Cont
&, 1P Security Policie
| Advanced Audit |
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| Administrative Template
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Policy

Audit account logon events
Audit account management
Audit directory service access
Audit logon events

Audit object access

Audit policy change

Audit privilege use

Audit process tracking

bt
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Audit system events

Security Setting

Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing

Audit account logon events Properties ? et

Local Securty Setting  Bxplain

Audit account logon events

Audit these attempts:
[ ]5Success

[ ] Failure

This setting might not be enforced if other policy is configured to
ovemide categony level audit policy.
For more information, see Audit account logon events. (G521468)

Cancel Apphy
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This IIS metabase setting prevents the use of ".." in script and
application calls to functions such as MapPath. This helps guard
against directory traversal attacks.

To disable parent paths

v’ Start IIS.

v’ Right-click the root of your Web site, and click Properties.
v’ Click the Home Directory tab.

v Click Configuration.
v Click the App Options tab.
v’ Clear Enable parent paths.
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Removing RDS

[f your applications do not use RDS, remove it.

To remove RDS

v Remove the /MSADC virtual directory mapping from IIS.

v Remove the RDS files and subdirectories at the following location:
v \Program Files\Common Files\System\Msadc

v Remove the following registry key:

v HKLM\System\CurrentControlSet\Services\W3SVC\Parameters\A
DCLaunch
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