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OWASP TOP 10 (2017)

A1 - Injection

A2 - Broken Authentication and Session Management

A3 - Cross-Site Scripting (XSS)

A4 - Broken Access Control (Original category in 2003/2004)
A5 - Security Misconfiguration

A6 - Sensitive Data Exposure

A7 - Insufficient Attack Protection (NEW)

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Known Vulnerable Components

A10 - Underprotected APIs (NEW)
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1. Injection - Risks
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1. Injection - SQLI1

b slele 4 3485 59y op miw ol « SQL INjection e
35 oo Joli

Muﬁ&,»;mm\ig,j:rgsm Sl sws Gy ol
As S »SQL Injection 1) s e s

Sl ar il ) S a8 (63459 ST ke ol
Calol dal o=

Suser = ' or ‘1'=1'1
Spass = ' or ‘1'=1'1

35 sr JAS 55 Do) se 4 sl 550
Squery = "select * from users where username = ‘' or
‘17="1" AND password= ‘' or ‘1’'=‘1" ";

‘_’5;,.:-_?(5\4 ML)A Q‘.\,».J..@'L@LL_&T uL,A,.t%\é.E_'znbmb—LJM)Sﬂ

q



2. Broken Authentication and session

management
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2. Broken Authentication and session

management — Ways to fail

dolS cd).g)lf fol} )1 L9 Cou duol.;).f Y| A pas 40 Job J.A‘}C

e 4wl 5 jge

ool e blyl @
290 9 308 Om (8L 9 (Jlo)l CleMbl golad a0y (el —

2,15 3¢5

ot s B Cugn Il cleMb| @

395 cpe 3l zoy> 3 dwl Ml dgasee yloj olyld duds awlis

0 juB>d b joy Coyguo dy 03 oSL 40 1) Cugn Sl cleMb| @
AL 0duis

URL 51> ) ads awlis oolatwl ©

‘_’5;,.:-_?(5\4 ML)A Q‘.\,».J..@'L@LL_&T uL,A,.t%\é.E_'znbmb—LJM)Sﬂ

AR



3. Cross-Site Scripting (XSS)
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3. XSS - Stored

O </> e LD

1 . webpage
“¥ 2 Saves Malicious script into
Injects malicious script I a database >
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User Request data server
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* Data Containing the
V ; \ — Malicious script is loaded

Maliscious script may get
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3. XSS - Retlected

Link is sent to Website Visitor Victim conned into
victim via email clicking the link
Browser sends session
cookies to the perpetrator,
enabling access to the
victim's private data
I8 www... BB
Perpetrator Website
Perpetrator embeds a The script is executed
malicious script, enabling by the web application
the viewing of user session E'_"d_ reflected back to
cookies, into a hyperlink victim's browser
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3. XSS - Risks
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4. Broken Access Control
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5. Security Misconfiguration

838 sl b g e Sy G Sy pe IS
Mgggsgﬁba;ﬁdl&é .
\A)u\ljéqgw}wsojl?\@)wmbﬁ °

D2 s SB35 0 b g by SO Sl eslaal

S S b e 4y b gy e Slomds 030 Jlab @

‘_’5;@&\.@ ML)J Q‘%%L@L&—&T uLyJ)\é.E_znbmb—LJM)Sﬂ \v



6. Sensitive Data Exposure
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6. Sensitive Data Exposure
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7. Insufticient Attack Protection
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8. Cross-Site Request Forgery (CSRF)
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8. Cross-Site Request Forgery (CSRF)
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8. Cross-Site Request Forgery (CSRF)

‘CSRF ala> Cbu‘ o}.>;3

Perpetrator embeds the ] o Avisitor clicks on the
request into a hyperlink and Website Visitor link, inadvertently
sends it to visitors who may sending the request to
be logged into the site the website

Website validates request and
transfers funds from the visitor's
account to the perpetrator

A

Website
Perpetrator

Perpetrator forges a request for
a fund transfer to a website
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9. Using components with known Vulnerabilities
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10. Underprotected APIs
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Click jacking -
Denial of service -

Information leakage/improper Error Handling

Mass Assignment -

Server-Side Request Forgery (SSRF) -

Malicious File Execution -

Expression Language Injection -
Unvalidated Redirects and forwards -
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