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Copyright (C) 2009 The Android Open Source Project
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied.

* See the License for the specific language governing permissions and
* limitations under the License.

*/

package com.example.android.apis.media;

import com.example.android.apis.R;

import android.app.Activity;

import android.os.Bundle;

import android.widget.MediaController;

import android.widget.Toast;

import android.widget.VideoView;

public class VideoViewDemo extends Activity {

X ok o X ok F X X X ok X

/**

* TODO: Set the path variable to a streaming video URL or a local
media

* file path.

*/

private String path = "";

private VideoView mVideoView;
@Override
public void onCreate (Bundle icicle) {
super.onCreate(icicle);
setContentView (R.layout.videoview) ;
mVideoView = (VideoView) findViewById(R.id.surface view);
if (path == "") {
// Tell the user to provide a media file URL/path.
Toast.makeText (
VideoViewDemo. this,
"Please edit VideoViewDemo Activity, and set path"
+ " variable to your media file URL/path",
Toast.LENGTH LONG) .show() ;
} else {
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/*

* Alternatively, for streaming media you can use

* mVideoView.setVideoURI (Uri.parse (URLstring)) ;

*/

mVideoView.setVideoPath (path) ;
mVideoView.setMediaController (new MediaController (this)) ;

mVideoView.requestFocus() ;
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The following one or more
applications request permission to
access your account, now and in the
future.

® Google Reader
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Google Reader
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package net.zenconsult.android.controller;

import java.io.File;

import java.io.FileNotFoundException;

import java.io.FileOutputStream;

import java.io.IOException;

import net.zenconsult.android.model.Contact;

import net.zenconsult.android.model.Location;

import android.content.Context;

import android.os.Environment;

import android.util.Log;

public class SaveController {
private static final String TAG = "SaveController";
public static void saveContact (Context context, Contact contact) {

' Direct Attacks

¥ Clear text
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if (isReadWrite()) {
try {
File outputFile = new
File(context.getExternalFilesDir (null) ,contact.getFirstName()) ;
FileOutputStream outputStream = new FileOutputStream(outputFile) ;
outputStream.write (contact.getBytes());
outputStream.close() ;
} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"I0 Exception");
}

} else {
Log.e (TAG,"Error opening media card in read/write mode!");

}

public static void saveLocation(Context context, Location location) {
if (isReadWrite()) {

try {

File outputFile = new
File(context.getExternalFilesDir(null),location.getIdentifier())

FileOutputStream outputStream = new FileOutputStream(outputFile) ;
outputStream.write (location.getBytes()) ;
outputStream.close() ;

} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");

} catch (IOException e) {
Log.e(TAG,"I0 Exception');

}

} else {
Log.e (TAG,"Error opening media card in read/write mode!");

}

private static boolean isReadOnly () {
Log.e (TAG,Environment.getExternalStorageState()) ;
return Environment.MEDIA MOUNTED READ ONLY.equals (Environment
.getExternalStorageState()) ;

}

private static boolean isReadWrite() {
Log.e (TAG,Environment.getExternalStorageState()) ;
return Environment.MEDIA MOUNTED.equals (Environment
.getExternalStorageState()) ;
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package net.zenconsult.android.model;

publicclass Location {
private String identifier;
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privatedouble latitude;

privatedouble longitude;

public Location() {

}

publicdouble getLatitude() {
return latitude;

}

publicvoid setLatitude (double latitude) {
this.latitude = latitude;

}

publicdouble getLongitude () {
return longitude;

}

publicvoid setLongitude (double longitude) {
this.longitude = longitude;

}

publicvoid setIdentifier(String identifier) {
this.identifier = identifier;

}

public String getIdentifier() {
return identifier;

}

public String toString() {
StringBuilder ret = new StringBuilder();
ret.append(getIdentifier());
ret.append(String.valueOf (getLatitude())) ;s
ret.append(String.valueOf (getLongitude())) ;
return ret.toString();

}

publicbyte[] getBytes() {
return toString() .getBytes()
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package net.zenconsult.android.model;
publicclass Contact {
private String firstName;
private String lastName;
private String addressl;
private String address2;
private String email;
private String phone;
public Contact() {
}
public String getFirstName () {
return firstName;

}

public void setFirstName (String firstName) {
this.firstName = firstName;

}

public String getLastName () {
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return lastName;

}

public void setLastName (String lastName) {
this.lastName = lastName;

}

public String getAddressl () {
return addressl;

}

public void setAddressl (String addressl) {
this.addressl = addressl;

}

public String getAddress2() {
return address2;

}

public void setAddress2 (String address2) {
this.address?2 = address2;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getPhone() {
return phone;

}

public void setPhone(String phone) {
this.phone = phone;

}

public String toString() {
StringBuilder ret = new StringBuilder();

ret.append(getFirstName() + "[");
ret.append(getLastName () + "|");
ret.append (getAddressl() + "|");
ret.append(getAddress2() + "[");
ret.append(getEmail () + "|");
ret.append(getPhone() + "|");

return ret.toString();

}
publicbyte[] getBytes() {
return toString() .getBytes()

}
}
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final Contact contact = new Contact();
contact.setFirstName ("Sheran') ;
contact.setLastName ("Gunasekera) ;
contact.setAddressl("") ;
contact.setAddress2("") ;

contact.setEmail ("sheran@zenconsult.net");
contact.setPhone("12120031337");
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public static void saveContact (Context context, Contact contact) {

if (isReadWrite()) {

try {
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File outputFile = new
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File(context.getExternalFilesDir (null) ,contact.getFirstName()) ;
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FileOutputStream outputStream = new FileOutputStream(outputFile) ;
outputStream.write (contact.getBytes())
outputStream.close() ;
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privatestaticbyte[] encrypt(bytel[] key, byte[] data) {

SecretKeySpec sKeySpec = new SecretKeySpec(key,"AES") ;

Cipher cipher;

byte[] ciphertext = null;

try {
cipher = Cipher.getInstance ("AES") ;
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
ciphertext = cipher.doFinal (data);

} catch (NoSuchAlgorithmException e) ({
Log.e (TAG,"NoSuchAlgorithmException") ;

} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException') ;

} catch (IllegalBlockSizeException e) {
Log.e(TAG,"IllegalBlockSizeException') ;

} catch (BadPaddingException e) {
Log.e (TAG, "BadPaddingException') ;

} catch (InvalidKeyException e) {
Log.e(TAG,"InvalidKeyException") ;

}

return ciphertext;
}
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SecretKeySpec sKeySpec = new SecretKeySpec (key,"AES") ;
Cipher cipher;
byte[] ciphertext = null;
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cipher = Cipher.getInstance ("AES");
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
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ciphertext = cipher.doFinal (data);
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publicstaticbyte[] generateKey(byte[] randomNumberSeed) {

SecretKey sKey = null;

try {
KeyGenerator keyGen KeyGenerator.getInstance ("AES") ;
SecureRandom random = SecureRandom.getInstance ("SHALPRNG") ;
random. setSeed (randomNumberSeed) ;
keyGen.init ( ,random) ;
sKey = keyGen.generateKey() ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"No such algorithm exception™);

}

return sKey.getEncoded() ;
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KeyGenerator.getInstance ("AES") ;

KeyGenerator keyGen

SecureRandom random = SecureRandom.getInstance ("SHA1PRNG") ;
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random. setSeed (randomNumberSeed) ;
keyGen.init ( ,random) ;
sKey = keyGen.generateKey() ;
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import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.KeyGenerator;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.SecretKeySpec;
import net.zenconsult.android.crypto.Crypto;
import net.zenconsult.android.model.Contact;
import net.zenconsult.android.model.Location;
import android.content.Context;
import android.os.Environment;
import android.util.Log;
public class SaveController {
private static final String TAG = "SaveController";
public static void saveContact (Context context, Contact contact) {
if (isReadWrite()) {
try {
File outputFile = new File(context.getExternalFilesDir>
(null) ,contact.getFirstName()) ;
FileOutputStream outputStream = new FileOutputStream>
(outputFile) ;
byte[] key = Crypto.generateKey("randomtext".getBytes())
outputStream.write (encrypt (key,contact.getBytes()))
outputStream.close() ;
} catch (FileNotFoundException e) ({
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"I0 Exception");
}
} else {
Log.e(TAG,"Error opening media card in read/write mode!");

}

public static void saveLocation(Context context, Location location) {
if (isReadWrite()) {
try {
File outputFile = new File(context.getExternalFilesDir>
(null) ,location.getIdentifier());
FileOutputStream outputStream = new FileOutputStream>
(outputFile) ;
byte[] key = Crypto.generateKey("randomtext".getBytes())
outputStream.write (encrypt (key,location.getBytes()))
outputStream.close() ;
} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"IO Exception');
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}
} else {
Log.e(TAG,"Error opening media card in read/write mode!");

}
private static boolean isReadOnly() {
Log.e (TAG,Environment
.getExternalStorageState());
return Environment.MEDIA MOUNTED READ ONLY.equals(Environment
.getExternalStorageState());
}
private static boolean isReadWrite() {
Log.e (TAG,Environment
.getExternalStorageState()) ;
return Environment.MEDIA MOUNTED.equals (Environment
.getExternalStorageState())
}
private static byte[] encrypt(byte[] key, byte[] data) {
SecretKeySpec sKeySpec = new SecretKeySpec (key,"AES");
Cipher cipher;
byte[] ciphertext = null;
try {
cipher = Cipher.getInstance("AES");
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
ciphertext = cipher.doFinal (data);
} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"NoSuchAlgorithmException") ;
} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException') ;
} catch (IllegalBlockSizeException e) {
Log.e(TAG,"I1llegalBlockSizeException") ;
} catch (BadPaddingException e) {
Log.e (TAG, "BadPaddingException') ;
} catch (InvalidKeyException e) {
Log.e (TAG,"InvalidKeyException") ;
}

return ciphertext;
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Dalvik Virtual Machine Dalvik Virtual Machine
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<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="net.zenconsult.mobile.testapp" >
<permission
android:name="net.zenconsult.mobile.testapp.permission.PURGE DATABASE"
android:label="(string/label purgeDatabase"
android:description="€string/description purgeDatabase"
android:protectionLevel="dangerous" />

</manifest>
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<string name=" label purgeDatabase ">purge the application database
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<string name="permdesc callPhone">Allows the application to purge the
core database of the information store. Malicious applications may be
able to wipe your entire application

information store.</string>
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Constant Value Description

noemal 0 A somewhat low-risk permission that gives an application access to isolatad
application-level features, with minimal risk to other applications, the
system, or the user. The system automatically grants this type of permission
to a requesting apphcation at installation, without asking for the user's
explicit approval {though the user ahways has the option to review these
permissions before installing).

dangerous 1 A higher risk permission that gives a requesting application access to
private user data or control over the device in a way that can negativaly
impact the user. Bacause this type of permission introduces potential risk,
the system may not automatically grant it to the requesting appication. Any
dangerous permissions requested by an application may be displayed to the
user and require confirmation before proceeding, or some other approach
may be taken so the user can avoid automatically allowing the use of such
facilities.

sgnature 2 The system will grant this permission only f the requesting application
is signed with the same certificate as the application that declared the
permission, If the certificates match, the system automatically grants
the permission without notifying the user or asking for the user's explicit
approval,

signatureOrSystem 3 The system grants this permission only to packages in the Androld system
image or that are signed with the same certificates. Please avoid using this
option because the signature protection level should be sufficient for moat
needs, and it works regardless of exactly where applications are installed,
This permission Is used for certain special situations where multiple vendors
have apphcations built inte a system image, and these applications need to
share specific leatures explicitly because they are being bullt together,
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package net.zenconsult.libs;
public class Mofest {
public Mofest () {
}
public class permission {
public permission () {
final String PURGE DATABASE =D
"net.zenconsult.libs.Mofest.permission.PURGE DATABASE";

}

package net.zenconsult.libs;
import android.app.Activity;
import android.os.Bundle;
public class ZenLibraryActivity extends Activity {
/** Called when the activity is first created. */
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
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}

<?xml version="1.0" encoding="utf-8"?>

<manifest
xmlns:android="http://schemas.android.com/apk/res/android"
package="net.zenconsult.libs"
android:versionCode="1"
android:versionName="1.0">
<uses-sdk android:minSdkVersion="10" />
<permission

android:name="net.zenconsult.libs.Mofest.permission.PURGE DATABASE"
android:protectionLevel="dangerous"
android:label="(string/label purgeDatabase"
android:description="Gstring/description purgebatabase"
android:permissionGroup="android.permission-group.COST MONEY"/>
<uses-permission
android:name="net.zenconsult.libs.Mofest.permission.PURGE DATABASE" />
<uses-permission android:name="android.permission.SET WALLPAPER" />
<application android:icon="{ldrawable/icon"
android:label="(string/app name">
<activity
android:name=".Z%enLibraryActivity"

android:permission="net.zenconsult.libs.Mofest.permission.PURGE DATABASE"
android:label="(string/app name">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER"

/>
</intent-filter>
</activity>
</application>
</manifest>

‘®\§T// P
s La intent ),_b.(,.;_.';\;

9

J)‘j_pn \m@:béw@& cv.ib‘b)b_; L;"”)J”J)‘}Af»‘:":‘"“:)lﬁjffg b ‘j.?pa Q@MJG‘)‘

S L ediy 8 g sl glaysme p AKS Juab ol o

2
J_,®LAJ Sleblis> 5 a5l baaal o (gluldr 45 51 L&MJKA 3l slas semn 9,0l @
Sols sdgs
.;ﬁ@\ﬁ\umu)'\é\ijjtﬁaﬂ)&@:f&@\kéw)suuﬁfz .
A1 aly Ly Waesls Jsls o3lt o olS 5l 5 amme O 90 Q\):.o@.a@ laasl @

Laosls slSGL a4 and L5 aOT (S o Kas |y Laosls 4y oon jiond 5 6 503 | yime OB Liasallyl @

¥4



s odis XL gyl el saol
et g el 2900 P (el e

Llea

J_<i.>uUﬂL.iwjj_w&_3daél.iu;\}é\/_édb{umuﬂwéw&u¢gulntent .
gl o Jlss,

Mejjj)%uLA)jmJﬁ&dﬁSLAJPuJ\obW‘buébéLAAplijwub L4

w\dgujuusg)\mﬁ)ljgwM}jscgﬁcla.wdujwo\s.u}&&

o
e;&u\élﬁwsuljﬂ.;‘,ﬁda:L?%\Jl:wxéuuuﬁetijwgﬁwi)mé ) 9>
<UseS';{_7‘}‘oJLw‘Q‘)JEJJFjW@H)}b@Hl{JMUUf n(:’l_.ﬁ)‘

Q

Jas ool = 5 manifest Ji¥permission>
§§§?
7

/ Q




=

e . . . 1 . o . . . P . e 3,
et et s o pds sl Lo pdy ool 2S5 Sljle ladlp (S3lacml 0352 53 0sslie Sloas @S

‘SJK}J'.AJ 9 Waesls C.SJ.L“J.""S 3

LS)L—Q}A)).‘°>u’:—~°“:"_2’°’a‘sz)g_}"‘"éQ—i‘)"'("i"jjgﬁ‘w)ﬂw‘ﬂ)}k«fbé)&f)s’J“‘}:)J
s S e il ols Al JLS.:.]\Ll;;M\j}oﬁ}';ﬁ)&c\s&uo;\;o;;w|)W}jﬁ;ﬂg
SLA S35 4 o a3 om0 it 1y el s sgie 53 0T dlesl (SsSr 5 (5K 505 bl 1z
sl 5o > df&;ﬁ:;élj oy 2 '("i)""ffd“ L9yl LSL""p—w-i, S el g3l "'S

wl.mr‘).‘)g_ﬁb6\J_’JL:.L")).E‘UASJJDJAJVMAJL;ACJJ‘)JLAM_}NM 595 3 Laesls

-y fﬁ%« st 1y
4;.&\.3 XL

‘)é)&f)d\j)dwu:}mol.j@.hisw‘w‘.lc&b Lsdo.@)w&
V.a‘o.)\_’J b QSM)W‘}: )‘ Ls)l-\-\-v-’ Ju.wb ails gﬁ"l’““ é)&;f)}ﬂb&‘;n,\ﬂsw‘})b

s By ool 1 S8 ol b S o 250 oS

Lguubf)sv_ﬁj‘_}_;byéuli_w;);r_ﬁw
5 St s (Sl § 5050 I oy s e N %*:"" 3 sl el Loy o8

So Olseds . 3550 o e Jlesls o \tﬁyﬁlp\)oudijédajﬁd\ﬂ

LS)L—<:’J"‘) CJLCH}A u_:\ﬂu.pbu 0 &m.@\j&wwésfjﬁmbf OMJAMJJ

.L,)Ld.._:)labo\_,\)‘a_&;uﬂ.». &
o S L ol 0 81 A 68 Sl DS (5L s 2 oo 518 sloil
- zfﬁmu_wd\\%@)guwowcmww@f,tsuufuw,&uW
LYl LTl s a5l |y ol (618 Slaosls 4 o s o3ln] (AS etalice
w\NC@LBW\MJy\gwwljédﬁ\.xil{M\;db}ydv\.?.kﬁ)},o‘;éul
%}Ef el 6313t 5 et VU T 53 e el il S
D\

9

£y



g ksl adis
\hede ol g stS el

P

USER 0s
INTERACTION INTERACTION
APPLICATION
LOGIC

Y L 4 %
= o
ENCRYPTED UNENCRYPTED
DATA DATA

MY
MR

DD
Sas 53 gl 51 Jle -t p g @E:\%
Q

£

R s 3| s (5 g8 %'SLSLA&‘)}:M) st 3 S Krusty Krab L Krabs <Bl
ﬁA_ng@_A.JJSJ‘@“)&Sjgdié‘ﬂv_ubt_g(ujfﬁQﬂ}bﬁ}}j‘éﬂ)Krabbypaﬂy

Sas g bl el 1y ogedisr Sl (S Bsd el sies Krabb <Gl

c,u_;:p@x&%ﬁ o Ll ol el o glaasli g xi &S sboles iy 3 e |y 351 st
O_i\O@\Jg_:.at_é:.m&ju;;\uom&ﬁg\)gfwbﬁﬂwbswwﬁ;ém
jéj\)wbpawubuwbwTﬂ;\SheldonJames GBS BT L,y a8 el

S daly 3 6L Yl
53 Krustry Krab ol sy S gliS5k 4 monas ol ol S5 Lo sasia s s et 15 16 L
4S das oo JUEl 1y (s 5l cabgs o 4S5 Lol ian 5 o S o oled 325 QBT Ll S5 55 4
S ol Jandl s byl 55 s Krabby Patty sl sies 515 058 bai= 5 ol s S8 Jols

ot O g0 d‘i{mﬁbdﬁ ¢L>.=Sl

£y



gk yc/bin;l Cis
\dadedz il g satS e failw

| o Cu pde ‘5\.&(.:.“.;.» ‘5‘..&‘5}3.3.;;:,.:.‘1 S g Sl ladb p (gileepml o) 55 0 5le Sleds ‘32"7

U4 pd o 5 8 LT Sl dadny .oy 15l Krabby Patty feall s

OLES ol 3 ol 0023 38 g0 Lol ol 42305 1y (536 a3 5 5L 5

Joadly gws) ol (glaesls sl a3l b b

S LS IV i 5 b ST KK el cod oy o)lol 0 5505 55 @

S o 5Ly ek bl IV i lels Sl s a3 oS aeS Cal,s IS SO L a3 S o

Al L s oslslal, fa3 e
S Clasles AUS 51 @

ASHL sl ssd st ple gl p Sy L aS (g3lsans @

L 8 Sl el LSJGCMNJOT&})J&M\}_&#WQ&.@D‘(@‘@M&JAJM\J.LS‘}E»

S o 5L e

u)
Q un

N &Jjbﬁ&w()ﬁgm

ct}—w_y’ QJ_J):Q_JJ‘) (5‘j—’ r.iu)\_a:-' 4>‘31A 6)}»()“ Ca.w‘ o@&&: L}Jjﬁ LS‘},EJASJAJL;G

)omjﬂvﬁjﬁmuw‘ujfjséui

oS JUs 1 O s b i) 5 PRI slacbis 5 ots (5
Il o8 5,5 o anal 5 bl Slaosls 4 Aal = o ol l oxrlgs 5110 2SO0 GBI
) 2 &S ahes 0T

sé\‘«;;@xs&y;bgﬁigy S 55 1 0T st bl 03550 5 by o) 1656 anr

t@\ C».w‘ ow@l.l)b.k:lso)j)b& J»S)Lt b di.b‘j&):.ksok)‘)l.@:

@\;@dw\ S 5 S ol O 4 (53l sty Lol (3L o IS W15 e 5

LS L S e 1 ply G b S eslic

G )‘\_3|)<=l_:4r.:.}\j_?dﬂLaL@;J\J.u'r.i)\.btg\w\jNAJQL;MSJAQ\)J}A;JASQQMQ\)'\

J8 (g3 5l sluas s vl e rlﬁi& dal g o aS WS a4 08l olasl (gl r.:;\j.?da

ety il

a3 S ol Ll Lgs I 1 O e oS | s Sl s Sl s WSl a8 S

L')_.{“\_.av.?_-L_@-"&_Aﬁ‘|J.i).mﬁ@bl}:ﬂww‘j|0)‘wsﬁ)wu.waﬂob;jb

AN

\ 15
&



i kb sl s Jq.lj)-\s‘ aﬂ‘ WJSMUJ.J ‘;&JJ :;:-_;3

sz sl g gt il

LMl ameiys S 5L 1 b Lot 18 (oo glaamr den Ll o 5l olST (il s LIS

i o dslbes CA PRI G bl ol 51 G (CA) ol a8 550 55 0 Gt ol
Slas ol LoDl it ps 5 uls slazel o o sl Lo 5 5 S (BT 53 ol slazel 550 2B
(Rl oS e ST LT & Joe 3l 5 056 S Calem (Sl Lol 35 4 CA Sl 55
5345 S oY S Jll ol ply G Lo a dal gy oy o}sugwudgus,%&y
o
s OB

LS e 5 oS 633 S A S e S S slazel i 5 050 4 AL S il OS5 3 15550

G

DD
u}
S ail 535 Coul Kes CA L ek o031 Jo (515 .ol CA °”§;’)’%’M &l KK b,
=S Lgl_ﬂ Shael 4 sy 6l 5 Led KK el ol by sl .@\ ?> ol Sl ‘:i?‘&.'.._:ﬁj‘)b la s s

-

4 “Pv_? 6313 Jf‘ s rL!C,.J )Lu&‘ RA IV eJL}‘

LS e el sl ey e SO >qﬁﬁ6c~i\>_u|j>'-ngRA._x;§rU¢;RALg

sla s, il cmul K 5 A8 )J;MO.JWRA S Cub b, 8L b oLl
o o
49 35h 0 el 58 RA vu;@ugujg SHIL lacds 5o a8 eslanal 5 3 Ll (¢l s
Q

\E@% 3,8 0 G s sat 5 pyes IS K
)

L 6l Ol 0GR 55 055 el ool 53185 ol ol by i L sl Sl e &S e
s &N% Ob ey slaolsl 4 (.1..564 oP AT e slazel Jf.l,\il 4 olin HiS
s g, Olseany Al e i 5l (ol oS L5100 2525 0 1 slazsl 5l sl 2

\ﬁ e aply s b bl (68 sk 5l Oleebl gl o 5 58 BT ot pbay ol ol
adom (gl ST sy 530 sk s (pl 5550 53 pl by S e ealinal Oliabls ) ge ZIU e
L gorie lS S Zapn 5 S sl g b pUld Wp 00 K5 e erlen =) i3l 3y o ) &

s plnil JUEH b 3 o o) ply 4 (S de G Wl 0w ln =T el
Uyl bl 5 S BT gl | a5 a5 1S 306 05O BT 814 ol pl cstlie s ol ol

S s 4 LIS cnl el eslsm 51 (ol L3 s plonil CA LB ol b 4 i L 1 LIS ) L

£t



'.4' : “ - - 1 1 Py of - N . s - . wle
I —— | o Cu pde ‘5\.&(...“.»_ L pdcawl iS5 Sl U 5 sl o) g 53 0 9lin Sleds “\,-:-J

L;LAJJ:SM‘JL.Z:H CL<;A)>L¢<=L“€. S OMa LalS gl s b Jls Cu g A 6
eJm‘dwéj&fjéu&)jﬁ‘uJﬁju_ﬂJJJL;G)SQ‘J rAMng.Aﬂ” *J{GJ.:.G}M)J.;
g

6)@3}) BL) o:\.&.‘&w‘:)y C)l")\hﬂﬂ‘ E-Y

Sz 1y o 5m, 53 eslinals; 5o DMamsl V-8 Jgdor (5,208 e yon b Vazo| Lol

LS o Lo gd 395 (65 )8 sl el
}_}&‘;é ea\.é.‘;.d 6)&}0) )}6@’\’)&“‘ \'i d}-l?" E‘DJEQE
s 5 S@\ Sl

AN
Lo 45 (5,15 Db s i o Lo 45 ol 2 s ol QL Ly o
sy cbabloue L3 Sln 55 dsls kil Lw‘«séu LS oo td
L;MSJA by L‘}*“

Plaintext/cleartext

Ul Sl b U s 2 S 2 0T C@ e 5B sl el Encryption
g e3lizad
NS
RS b,\,ﬂw rLu sl C-v?b e Sz, 4 .
Ciphertext
\
— @‘-@ S0y Sl oS ol 5L, ol 1l g5 S Cryptographic
@ 2o ol algzlr?t%rrlr:?crinrfher

\%

Jga e S r O o g o ol iyl b el (S50, s Decryption

b s 0Nl LB w5l

i0

\ 15
&



T J-ur‘-“ CJ"" w‘yub, ‘\;&_’:’ ;{;3

sz sl g gt il

jo.ll:_.w} J._SL;G &ugf)vﬂjé)&)ﬂ) \) Qb%lvﬁéw\%ﬁ&
Shared
g g 5 S e LS S Ol ge e opl ply bl LIS pl 55 e e LS| key/Symmetric key

S 505 Gl IS SO 5 e gl LS G S el Gl gl
e;w_w\v_.pugj_aélﬂm;\;@&}wLg|ﬁ\),\gs@;w\.xﬂ3\):¢.mp
J_rlS)'\o:&"_w\L.gl_Ao:\:é)Lﬁy)J_:AJrL?r.H.,\.iL{L‘,.iASL;)Sm.J:S 4% %
Asym ic key
cu.i‘jl.\.:.LSoJW.w‘J?W}&Jﬁ)‘k\jdj\ij|bf&)—s& 9

L) iS5 sl 6500 5 (e smas 1IS) (LS 5e) 6l LIS S %
p

] (&j@ &

= = - . . . S) -
338 o oo S L ST (S 1 D 50 e eSS %@i ol | Cryptanalysis

? A Z.
Jbge \9?? s wby o K5, T
a 4.l PKI ¢; 5
- O sl 4l s s Lg)l....;wl?;m)‘fjh@
o A3 o3l el S el PR sl Sl e (O 5 e Sl a5 e KL
o5 S oyl L3 | Q,E-msf\- eslaael b ilize |y )30 0 oS o
=23 0 J-:—*J—ﬂf 3P0 el oo Olaslaaal b cnlin 1) ()50 a5 oS (oS

J..::L: S gl CL‘"’)")‘; °Jc’,=:-.;

Jﬁj&%}ﬁ) f)é‘fM&L@;J‘j)W‘Q)LSSA&M&)ﬂ‘g_g_:u_’\V_:‘e.:;ebu.u.»‘
\w 350
\@ bJLE:.» ‘_;J.,lS ‘_;Lhr}'.‘u"g” I o |

6@‘\ e Oy S o sl o b0len ol S5k a5 L 03l sS 12,,S S, AES
Sl LS 50, b 50, sl Loty S5 5 o osliad oLaS 505 5 (6050, L3 S S L
ol 5 oI (8 3 550 5l (Sl S s e ol 3l S0 e IS
L oS s e O3 53 1y i e 4l osls S5k S 0o o 1 i sloasls 51 bt sl

Sk led ploS R0l OlesG 5 1) s e e bid Ol o Olsioas &5 (20T sbaosls ol 55 s

A



(o yhede Uil g st )l

bt I 5ms S pde apienn sl pdy ol Ci2S 5 Slojle U 5 (s5lenl 035> 53 05slis Sleds ‘;53

J\ L;Q)Jféj‘)‘\sw‘ L}S)Jw &.J}ij‘&AES cQ;lS))LMJAJL;OLde OM}GJ dl’.’.j})m)"‘:'f)
b Olen Lo 5oy Sl SGAES L o\ VA 20 S5L S (6,0 50, S o IS 2V YA (slaesls
oslaul .,\_:JS o)".).}‘ U'iJ:“:"i?’ )\ ¢ Jie BE JW“GL; &LfYO-\ Ujﬂ.w )‘ .A._JS e)'U.;‘ LY Aad e e)'L>_-‘ AES ...
03, 5S4 ¢l ol ol 05,51 Y-8 Jsd>= 53 S 5k LSJKSJ») tgl.zagij))'ljii: LRty .ﬁm;
AES ;| KeyGenerator.getinstance() J— ;3 |, (..:wj.fj\ ol Ol o Solea G, s iy, s
J‘JJM’UJJ‘)J}&)JLS)LLSLA )‘%
Sk K5, sla s, K V-1 gl %
API Level %
1+ AES JE
10+ Blowfish
1+ DES | Q;P

N O

UJJSJSC:’WLS‘J—’&)K"J‘J Q)J\_AL;L&:
LIS W5 ¢l (PRNG) sslss o 1o

JIS 65l w\%mMJ@@ﬂf‘} LS o L8 Sy wl S .r.:;Sgb'r:J\ o)l se | VJ-’..J)—Q‘

S o3l 5SS %A4,.1:.9.&wcé)@y))s.mﬁsﬁﬁéw%ﬁ&;&?ﬁgb

4 ol S o GBSV SV ST L AS S Ll a5 ST (5 5 (00l Ol gl S e Sl
s 81 RS se3T 1 5L V00TV IS s 05 518 G Sl oS 5 b arlen 45 ol me
o
6@\)& LS B as 5 ,L 11,6771 2256 L worlee e (oS OBl Y0 S ol
y@@p alS Slals o o iy s Ll e Oloy opl andl 35 e Ol sl gl dle i
AS AS n e (558 Sl S 5 IS S5 o3Il by el s s o slaae; aes
Jole oS el ey lmenls o)l pe LSl o kS S el (g5 (e b i lia LIS el 0 le S
e gl Slalay O dad (80505 eSls (555 35 OIS Slras L1l arlen (sl stilasl

LS 0 OS> (G 29 00 (63,58 Al a8 ael  w

LV

\ 15
&



caligukbycibilcdis
sz sl g gt il

J-._,UL_:J;Sum:(ajl.uwlwﬁg.aé,m@@L,;Lg}e)b_%ls&iéwbrute-forcew&i
)A'Z,a'Z,O'gMwéuﬁ\)ggéﬁﬂﬂéujﬂjjbﬁw.)\):b%‘bbc’ow
o 1y o ey Yl San DS 5 aan 05051 L ealgips S Olowtal 5 ol sl SIS
YOV UlS G 51 ObadS a5 Jle s i Jslae (5 5m) 305 SO L OS50, IS G5 0
U5 o ar S1 el o BLE] wom oty 53 aen (LS50, Jlsy S sbas s S oaliSy) Bolss
S5 Sl e K apdid 4o gt JS ) g 35 k5 S 4 B8 sl
3 e = ol s e SoL VY B 1 i o)l pen LB (6, slase ol L el
brute-forceQM;)HﬁngQ;L{.Mgdgyﬁb(Y )ﬁwbﬁ@kbm
oS bl |y Jp3 L6 ¢%§\ S 8 Sl 2 il o

WIS U g5 e, S V-8 uS
AS A5 o N AL

public static byte[] generateKey(byte[] randomNumberSeed) ({

SecretKey sKey=null;

try {
KeyGenerator keyGen = KeyGenerator. getinstance( "AES");
SecureRandom random= SecureRandom. getinstance( "SHALPRNG") ;
random. setSeed (randomNumberSeed) ;
keyGen.init ( ,random) ;
sKey=keyGen.generateKey() ;

} catch (NoSuchAlgorithmException e) {
Log.e(TAG, "No such algorithm exception');

}

return sKey.getEncoded() ;
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private static byte[] encrypt(byte[] key, byte[] data, byte[] iv){
SecretKeySpec sKeySpec=new SecretKeySpec (key,"AES");
Cipher cipher;
byte[] ciphertext = null;
try {
cipher= Cipher. getinstance ("AES/CBC/PKCSSPadding") ;
IvParameterSpec ivspec=new IvParameterSpec(iv) ;
cipher.init (Cipher.ENCRYPT MODE, sKeySpec, ivspec);
ciphertext=cipher.doFinal (data) ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"NoSuchAlgorithmException") ;

} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException') ;

} catch (IllegalBlockSizeException e) {
Log.e(TAG,"IllegalBlockSizeException') ;

} catch (BadPaddingException e) {
Log.e (TAG, "BadPaddingException') ;

} catch (InvalidKeyException e) {
Log.e (TAG,"InvalidKeyException') ;

}

return ciphertext
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public static byte[] generateKey(String stringKey) {
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try {
SecretKeySpec sks=new
SecretKeySpec (stringKey.getBytes () ,"AES") ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"No such algorithm exception™);

}

return sks.getEncoded() ;
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package net.zenconsult.android;

import java.util.Hashtable;

import android.content.Context;

import android.content.SharedPreferences;

import android.content.SharedPreferences.Editor;
import android.preference.PreferenceManager;

public class StoreData {

public static boolean storeData(Hashtable data, Context ctx) {

SharedPreferences

prefs=PreferenceManager.getDefaultSharedPreferences (ctx) ;
String hostname= (String) data.get( "hostname');
int port=(Integer) data.get("port");
boolean useSSL=(Boolean) data.get("ssl");
Editor ed = prefs. edit ();
ed.putString("hostname'", hostname) ;
ed.putlnt ("port", port);
ed.putBoolean("ssl", useSSL);
returned.commit () ;

SharedPreferences 3l osls b3k 4S:0-¢ A4S

|package net.zenconsult.android;

' SharedPreferences
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import java.util.Hashtable;

import android.content.Context;

import android.content.SharedPreferences;
import android.preference.PreferenceManager;

public class RetrieveData {
public static Hashtable get (Context ctx) {

String hostname = "hostname";
String port= "port";
String ssl = "ssl";

Hashtable data=new Hashtable() ;

SharedPreferences prefs=
PreferenceManager.getDefaultSharedPreferences (ctx) ;

data.put (hostname, prefs.getString(hostname, null));

data.put (port, prefs.getint(port, o))

data.put(ssl, prefs.getBoolean(ssl, true));

return data;

StorageExample 1, Main Class :-%JS
Yoo\

package net.zenconsult.android;

import java.util.Hashtable;
import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.util.Log;

import android.widget.EditText;

public class StorageExamplelActivity extends Activity {
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate (savedinstanceState) ;
setContentView (R.layout.main) ;
Context cntxt=getApplicationContext() ;
Hashtable data=new Hashtable() ;
data. put ( "hostname", "smtp. gmail. com");
data.put ("port", )
data.put("ssl", true);

if (StoreData.storeData(data, cntxt)) Log.i("SE"™, "Successfully
wrote data");

else

Log.e("SE", "Failed to write data to Shared Prefs");

EditText ed=(EditText) findViewByid(R.id.editTextl)

ed.setText (RetrieveData.get (cntxt) .toString()) ;
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StorageExample2, Main Class :V=¢ J4s

package net.zenconsult.android;
import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.widget.EditText;
public class StorageExample2Activity extends Activity {
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
Context ctx = getApplicationContext() ;
// Store data
Contact contact = new Contact();
contact.setFirstName ("Sheran™) ;
contact.setLastName ("Gunasekera) ;
contact.setEmail ("sheranlzenconsult.net");
contact.setPhone (" + 12120031337");
StoreData.storeData (contact.getBytes (), ctx);
// Retrieve data
EditText ed = (EditText) findViewById(R.id.editTextl)
ed.setText (new String(RetrieveData.get(ctx)));

Sl dabl> s esls 6,55 6!@(;eData.java 3 ealaiul A-E U8
(@

package net.zenconsult.android;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;

import android.content.Context;
import android.util.Log;

public class StoreData {

public static final String file = "contacts";
public static void storeData(byte[] data, Context ctx) {
try {

FileOutputStream fos = ctx.openFileOutput(file,
ctx. MODE_PRIVATE) ;
fos.write(data);
fos.close();
} catch (FileNotFoundException e) {

Log.e("SE2", "Exception: " 4+ e.getMessage()):;
} catch (IOException e) {
Log.e("SE2", "Exception: " + e.getMessage())

1 adadls 5lesls oL 5L (ol s RetrieveData.java jl sslicwl :A-¢ 4

package net.zenconsult.android;
import java.io.ByteArrayOutputStream;
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import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.IOException;
import android.content.Context;
import android.util.Log;
public class RetrieveData ({
public static final String file = "contacts";
public static byte[] get(Context ctx) {
byte[] data = null;
try {
int bytesRead = 0;
FileInputStream fis = ctx.openFileInput (file);

ByteArrayOutputStream bos = new ByteArrayOutputStream() ;

byte[] b = new bytel 1;
while ((bytesRead = fis.read(b)) ! = -1) {
bos.write (b, , bytesRead) ;
}
data = bos.toByteArray();
} catch (FileNotFoundException e) {

Log.e("SE2", "Exception: " + e.getMessage()):
} catch (IOException e) {
Log.e("SE2", "Exception: " + e.getMessage()):

}

return data;
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The Contacts Table Inside the ContactsDB SQL.ite Database :£-¢ J >

Column Name Column Data Type

FIRSTNAME TEXT
LASTNAME TEXT
EMAIL TEXT
PHONE TEXT
ADDRESS1 TEXT
ADDRESS2 TEXT

</
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StorageExample3:\ +-¢ us

package net.zenconsult.android;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;
import android.widget.EditText;
public class StorageExample3Activity extends Activity {
/** Called when the activity is first created. */
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
// Store data
Contact contact = new Contact();
contact.setFirstName ("Sheran™) ;
contact.setLastName ("Gunasekera) ;
contact.setEmail ("sheranlzenconsult.net");
contact.setPhone (" + 12120031337");
ContactsDb db = new
ContactsDb (getApplicationContext (), "ContactsDb",null, 1) ;
Log.i("SE3",String.valueOf (StoreData.store(db, contact)));
Contact ¢ = RetrieveData.get (db) ;
db.close();
EditText ed = (EditText)findViewById(R.id.editTextl)
ed.setText (c.toString());

—/
sqlite o35 oL b LIS (5l » CoptactsDB Helper o MS:\)-§ S

lo-
package net.zenconsult.android;
import android.content.Context;
import android.database.sqglite.SQLiteDatabase;
import android.database.sglite.SQLiteOpenHelper;
import android.database.sqglite.SQLiteDatabase.CursorFactory;
public class ContactsDb extends SQLiteOpenHelper {

public static final String tblName = "Contacts";
public ContactsDb (Context context, String name, CursorFactory
factory,

int version) {
super (context, name, factory, version);

}

@Override

public void onCreate (SQLiteDatabase db) {
String createSQL = "CREATE TABLE " 4+ tblName
+ " ( FIRSTNAME TEXT, LASTNAME TEXT, EMAIL TEXT,"
+ " PHONE TEXT, ADDRESS1 TEXT, ADDRESS2 TEXT);";
db.execSQL (createSQL) ;

}

@Override

public void onUpgrade (SQLiteDatabase db, int oldVersion, int
newVersion) ({
// Use this to handle upgraded versions of your database

}
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package net.zenconsult.android;

import android.content.ContentValues;

import android.database.sqglite.SQLiteDatabase;

public class StoreData {

public static long store(ContactsDb db, Contact contact) {

// Prepare values
ContentValues values = new ContentValues();
values.put ("FIRSTNAME", contact.getFirstName())
values.put ("LASTNAME", contact.getLastName())
values.put ("EMAIL", contact.getEmail())
values.put ("PHONE", contact.getPhone())
values.put ("ADDRESS1", contact.getAddressl())
values.put ("ADDRESS2", contact.getAddress2())
SQLiteDatabase wdb = db.getWritableDatabase() ;
return wdb.insert (db.tblName, null, values);

X/
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package net.zenconsult.android;
import android.database.Cursor;
import android.database.sqglite.SQLiteDatabase;
public class RetrieveData {
public static Contact get(ContactsDb db) {
SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME", "LASTNAME", "EMAIL", "PHONE" };
Cursor results = rdb.query(db.tblName, cols, "", null, "", "",
"
Contact ¢ = new Contact();
results.moveToLast () ;
c.setFirstName (results.getString(0)) ;
c.setLastName (results.getString (1)) ;
c.setEmail (results.getString(2));
c.setPhone(results.getString(3));
return c;

}
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Contact contact = new Contact();
contact.setFirstName ("Sheran') ;
contact.setLastName ("Gunasekera);
contact.setEmail ("sheran@zenconsult.net™);
contact.setPhone (" + 12120031337");

S e osleeal SQLiteOpenHelper sla SIS 45 51 (0)-¢ uS) %%Bé{ﬁ% oS ) e
Q un
N

ContactsDb db=new
ContactsDb (getApplicationContext (), "ContactsDb",null, 1) ;

S e3li) SQLiteOpenHelper sl S .5 51 AiS slow b%&%b AL Ll 31l

store() Jue. .S e eslasl Contact edisll e L5 = \% KS) store() sladws 31 aS -l oK1
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ContentValues values = new Contg;£Values();
values.put ("FIRSTNAME", contact.getFirstName()) ;
values.put ("LASTNAME", contact.getLastName())
values.put ("EMAIL", contact.getEmail());
values.put ("PHONE", contact.getPhone())
values.put ("ADDRESS1", contact.getAddressl());
values.put ("ADDRESS2", contact.getAddress2());

AN
Z \b . R . - . % W Z| el
Sl onls sLSGL B3 51 A ls Al 4 S Ay o 5 dtes 555 enly Ll sl Jl- s Les S11aSS
L )U\@\%ﬂ.{» b s 1y s esls Ll 6l s aContentValue b L s sslacal Wassls o 53
Q

(S _
\‘@5 3ilen Sty s L 0T Lk 5 o3 Lo L3 Laasls

,\g@suﬂ SQLiteOpenHelper « & oo 55 0 355 o3l LKL dsl > 51y ool e
Ol sl g au S p Sewln 5L ol pls &S \3b |, ReadableDatabase |, WritableDatabase S
r:.S oslaul JJJ\;- )\ laoals S0~ L.’. LS)U‘ilt"

SQLiteDatabase wdb = db.getWritableDatabase() ;
return wdb.insert (db.tblName, null, values);
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SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME", "LASTNAME", "EMAIL", "PHONE" };
Cursor results = rdb.query(db.tblName, cols, "", null, "™, "",6  "");
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Contact ¢ = new Contact();
results.moveToLast () ;

c.setFirstName (results.getString(0)) ;
c.setLastName (results.getString (1)),
c.setEmail (results.getString(2));
c.setPhone (results.getString(3)) ;
return c;

Columns d from the database:

lSheran | Gunasekera |null | null | sher
an@zenconsult.net|+12120031337 |
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package net.zenconsult.android.crypto;

import java.io.ByteArrayOutputStream;
import java.io.FileinputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;

import android.content.Context;
import android.util.Log;

public class KeyManager {
private static final String TAG="KeyManager'";
private static final String filel ="id value";
private static final String file2 = "iv value";

private static Context ctx;

public KeyManager (Context cntx) {
ctx = cntx;

public void setid(byte[] data) {
writer (data, filel);

}

public void set!v(byte[] data) {
writer (data, file2);

}

public byte[] get!d() {
return reader(filel);

public byte[] get!v () {
return reader(file?);

public byte[] reader(String file) {
byte[] data= null;
try {
int bytesRead= O;
FileinputStream fis=ctx.openFileinput (file)
ByteArrayOutputStream bos=new ByteArrayOutputStream() ;
byte[] b=new bytel 1,
while ((bytesRead=fis.read(b)) ! =-1) {
bos.write(b, o, bytesRead);
}
data=bos.toByteArray () ;
} catch (FileNotFoundException e) {
Log.e(TAG, "File not found in getid()");
} catch (IOException e) {
Log.e(TAG, "IOException in setid(): "+e.getMessage());
}

return data;

A
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public void writer (byte[] data, String file) {

try {

FileOutputStream fos=ctx.openFileOutput(file,
Context.MODE_PRIVATE);

fos.write(data);
fas.flush();
fos. close();

} catch (FileNotFoundException e) {
Log.e(TAG, "File not found in setid()");

} catch (IOException e) {
Log.e(TAG, "IOException in setid(): "+e.getMessage())

package net.zenconsult.android.crypto;
import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import android.content.Context;
import android.util.Base64;
public class Crypto {
private static final String engine "AES";
private static final String crypto = "AES/CBC/PKCS5Padding";
private static Context ctx;
public Crypto(Context cntx) {
ctx = cntx;

}
public byte[] cipher (byte[] data, int mode)
throws NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, IllegalBlockSizeException,
BadPaddingException, InvalidAlgorithmParameterException {
KeyManager km = new KeyManager (ctx);
SecretKeySpec sks = new SecretKeySpec (km.getId(), engine);
IvParameterSpec iv = new IvParameterSpec(km.getIv())
Cipher ¢ = Cipher.getlInstance(crypto);
c.init (mode, sks, iv);
return c.doFinal (data);

W
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}
public byte[] encrypt (byte[] data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return cipher(data, Cipher.ENCRYPT MODE) ;
}
public byte[] decrypt(byte[] data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return cipher(data, Cipher.DECRYPT MODE) ;

}

NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

}

NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {
return new String(decrypt (Base64.decode(data,
Base64.DEFAULT))) ;
}
}

public String armorEncrypt(byte[] data) throws InvalidKeyException,

return Base64.encodeToString(encrypt(data), Base64.DEFAULT) ;

public String armorDecrypt (String data) throws InvalidKeyException,

o O
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package net.zenconsult.android;
import net.zenconsult.android.crypto.Crypto;
import net.zenconsult.android.crypto.KeyManager;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;
import android.widget.EditText;
public class StorageExample3Activity extends Activity ({
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
String key = "12345678909876543212345678909876";
String iv = "1234567890987654";
KeyManager km = new KeyManager (getApplicationContext())
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km.setIv(iv.getBytes())

km.setId(key.getBytes())

// Store data

Contact contact = new Contact();

contact.setFirstName ("Sheran') ;

contact.setLastName ("Gunasekera) ;

contact.setEmail ("sheran@zenconsult.net");

contact.setPhone (" + 12120031337");

ContactsDb db = new ContactsDb(getApplicationContext (),
"ContactsDb",

null, 1);

Log.i("SE3", String.valueOf (StoreData.store(new Crypto (

getApplicationContext()), db, contact)));

Contact ¢ = RetrieveData.get (new Crypto(getApplicationContext()),

db) ;
db.close();
EditText ed = (EditText) findViewById(R.id.editTextl)
ed.setText (c.toString());
}
}

N
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package net.zenconsult.android;
import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import net.zenconsult.android.crypto.Crypto;
import android.content.ContentValues;
import android.database.sqglite.SQLiteDatabase;
import android.util.Log;
public class StoreData {
public static long store(Crypto crypto, ContactsDb db, Contact
contact) {
// Prepare values
ContentValues values = new ContentValues() ;
try {
values.put ("FIRSTNAME",
crypto.armorEncrypt (contact.getFirstName ()
.getBytes()));
values.put ("LASTNAME",
crypto.armorEncrypt (contact.getLastName ()
.getBytes()));
values.put ("EMAIL", crypto.armorEncrypt (contact.getEmail ()
.getBytes()));
values.put ("PHONE", crypto.armorEncrypt (contact.getPhone ()
.getBytes()));
values.put ("ADDRESS1", contact.getAddressl())
values.put ("ADDRESS2", contact.getAddress2());
} catch (InvalidKeyException e) {

Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage()):
} catch (NoSuchAlgorithmException e) {
Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage()):
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} catch (NoSuchPaddingException e) ({
Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage());
} catch (IllegalBlockSizeException e) {
Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage()):
} catch (BadPaddingException e) {
Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage()):
} catch (InvalidAlgorithmParameterException e) {
Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage()):
}
SQLiteDatabase wdb = db.getWritableDatabase() ;
return wdb.insert (ContactsDb.tblName, null, values);
}
}

D
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package net.zenconsult.android;

import java.security.InvalidAlgorithmParameterException;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import javax.crypto.BadPaddingException;

import javax.crypto.IllegalBlockSizeException;

import javax.crypto.NoSuchPaddingException;

import net.zenconsult.android.crypto.Crypto;

import android.database.Cursor;

import android.database.sglite.SQLiteDatabase;

import android.util.Log;

public class RetrieveData {

public static Contact get(Crypto crypto, ContactsDb db) {

SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME", "LASTNAME", "EMAIL", "PHONE"

};

Cursor results = rdb.query(ContactsDb.tblName, cols, "", null,

wn wn
4

|'|') ;
Contact ¢ = new Contact();
results.moveToLast () ;

try {

c.setFirstName (crypto.armorDecrypt (results.getString(0)));
c.setlLastName (crypto.armorDecrypt (results.getString(1l)));

c.setEmail (crypto.armorDecrypt (results.getString(2)));
c.setPhone (crypto.armorDecrypt (results.getString(3)));
} catch (InvalidKeyException e) {

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage());
} catch (NoSuchAlgorithmException e) ({

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage());
} catch (NoSuchPaddingException e) {

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage());
} catch (IllegalBlockSizeException e) {

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage())
} catch (BadPaddingException e) {

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage());
} catch (InvalidAlgorithmParameterException e) {

Log.e("SE3", "Exception in RetrieveData: " + e.getMessage())
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package net.zenconsult.android.examples;

import java.io.IOException;

import java.io.UnsupportedEncodingException;

import java.util.ArrayList;

import java.util.List;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.HttpClient;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.HttpPost;
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import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.message.BasicNameValuePair;
import android.util.Log;

public class Login {

private final String TAG = "HttpPost";
public Login() {
}

public HttpResponse execute() {
HttpClient client = new DefaultHttpClient():;
HttpPost post = new
HttpPost ("http://logindemol.appspot.com/logindemo™) ;

HttpResponse response = null;
// Post data with number of parameters t%;
List < NameValuePair > nvPairs = new Arraylist < NameValuwePair >
(2) 7
nvPairs.add (new BasicNameValuePair ("username", "sher
nvPairs.add (new BasicNameValuePair ("password", "s3k dez"))
// Add post data to http post ‘%?
try {
UrlEncodedFormEntity params = new
UrlEncodedFormEntity(nvPairs) ;
post.setEntity (params) ; E§€>
response = client.execute (post) Q\\
} catch (UnsupportedEncodingException e)/{

Log.e(TAG, "Unsupported Encoding
} catch (ClientProtocolExceptio
Log.e(TAG, "Client Protocol\: Zption") ;
} catch (IOException e) { / Q
Log.e(TAG, "IOException(dr/fttpPost");

d”) ;

}

return response;
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import java.io.IOException;
import javax.servlet.http.¥*;
@SuppressWarnings ("serial™)
public class LoginDemoServlet extends HttpServlet {
public void doGet (HttpServletRequest reqg, HttpServletResponse resp)
throws IOException {
resp.setContentType ("text/plain™);
resp.getWriter () .println("Hello, world");
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<soap:Body>
<m:GetStockPrice xmlns:m = "http://www.example.org/stock">
<m:StockName > IBM</m:StockName>
</m:GetStockPrice>
</soap:Body>
</soap:Envelope>
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PHP: www.php.net
Python: www.python.org

Django: www.djangoproject.com ) %
Perl: www.perl.org (2 sl S Y gaza)

Cold Fusion: www.adobe.com/product/coldfusion-family.html
ASP.NET: www.asp.net

Ruby on Rails: www.rubyonrails.org
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Oracle: www.oracle.com o o°
Microsoft SQL Server: www.microsoft.com/sqlser

MySQL: www.mysgl.com
PostgreSQL.: www.postgresgl.org
CouchDB: http://couchdb.apache.org
MongoDB: www.mongodb.org
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importJ .10.I0Exception;
ﬁ;&havax.servlet.http.*;
@ ressWarnings ("serial')
qgifc class LoginDemoServlet extends HttpServlet ({
private String username = "sheran'";
private String password = "s3kr3tcOdez"; // Hardcoded here intended

packaigggziqyenconsult.gapps.logindemo;

to

// simulate a database fetch

public void doGet (HttpServletRequest req, HttpServletResponse resp)

throws IOException {
resp.setContentType ("text/plain');
resp.getWriter () .println("Hello, world");

}

public void doPost (HttpServletRequest req, HttpServletResponse resp)

throws IOException {

AY
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String user = req.getParameter ("username"); // No user input
validation

// here!

String pass = reg.getParameter ("password"); // No user input
validation

// here!

resp.setContentType ("text/plain™);

if (user.equals(username) && pass.equals(password)) {

resp.getWriter () .println("Login success!!");
} else {
resp.getWriter () .println("Login failed!!");
}
}
} Q
Aol il (o5 S = S |t localhost s s 4 oS S0k | XS gdn TK
-).5(MMJ&&L&)‘)O‘)}JJ)L\}LNAS‘)Vofw)mbl}u‘-)ms bw‘}ﬁ)b}“ﬁs
s strings.xml « LoginDemoClient1Activity: Login.s JsLx w& 45 V-0 uS -0 4S 0-0
Ao ol o sl 4 e mes 4 5L 06 e o 4 s (¢ L‘%u:“’“‘“ el mainxml - gla LG
1S el oW\AndroidManifww%g 23 S OAs Blal sl g aa
S
<uses-permission android:name = "androia.permission.INTERNET" > </uses-
permission>
'L'T-LoginDcmoChcnll > g
v @@ src ?

¥ 1 net.zenconsult.android.examples
» [J] Login.java
> [J] LoginDemoClient1Activity.java
» ZB gen [Generated Java File
» =\ Android 2.3.3
&= assets
v (2 res
b (= drawable-hdpi
» = drawable-idpi
» = drawable-mdpi
¥ = layout
X| main.xml
¥ =bvalues
X| strings.xml
| AndroidManifest.xml
\Z] default.properties

2 proguard.cfg
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Login s :0-0 u4S

package net.zenconsult.android.examples;

import java.io.IOException;

import java.io.UnsupportedEncodingException;

import java.util.ArrayList;

import java.util.List;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.ClientProtocolException;

import org.apache.http.client.HttpClient;

import org.apache.http.client.entity.UrlEncodedFormEntity;

import org.apache.http.client.methods.HttpPost; t%?
import org.apache.http.impl.client.DefaultHttpClient; e

import org.apache.http.message.BasicNameValuePair;
import android.util.Log; :Eg>
public class Login {
private final String TAG = "HttpPost"; E
private String username; iZ;>P
private String password; Q\\
public Login(String user, String pass) {

password = pass;

}

public HttpResponse execute() { (>b
Log.1i(TAG, "Execute Called"); \g
HttpClient client = new DefaultHRgpClient() ;

username = user; §§§§g>

HttpPost post = new HttpPos p://11ip
server] :8080/1logindemo") ;

HttpResponse response = nul

// Post data with numbep rameters

List < NameValuePai

>oyPairs = new ArrayList < NameValuePair >
(2): :)Sf
nvPairs.add (new Bax} aameValuePair(”username”, username)) ;
. n} h .
nvPairs.add (new %é%lcﬁameValuePalr(”password”, password)) ;
o

// Add post data http post

try { e
UrlE FormEntity params = new
UrlEncodedFormEn (nvPairs) ;

tEntity(params) ;
onse = client.execute(post);

iggyi(TAG, "After client.execute()");

t (UnsupportedEncodingException e) {

d cilog.e(TAG, "Unsupported Encoding used");
dcatch (ClientProtocolException e) {

Q\\?ﬁa Log.e(TAG, "Client Protocol Exception');
} catch (IOException e) {

égb Log.e(TAG, "IOException in HttpPost");
}

return response;

}

susername foli a5 5,8 o el g5 cLogin oS sl s pd e Jula 1 Login Jis, 0-0 U
oS Gl = HTTP POST vl g 55 & il (6l s sl -1 5 execute() J .ec.apassword
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LoginDemoClientlActivity M -0 4S

package net.zenconsult.android.examples;
import java.io.BufferedReader;

import java.io.IOException;

import java.io.InputStreamReader;

import org.apache.http.HttpResponse;
import org.apache.http.HttpStatus;
import android.app.Activity;

import android.os.Bundle;

import android.util.Log;

import android.view.View;

import android.view.View.OnClickListener; t%?

import android.widget.Button; e

import android.widget.EditText;
public class LoginDemoClientlActivity extends Activity 1mplems
OnClickListener {
private final String TAG = "LoginDemol"; 9
private HttpResponse response; iz;é
private Login login;
/** Called when the activity is first created.

@Override Q\B

protected void onCreate (Bundle savedInstanc ate) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ; (>b
Button button = (Button) findVi(R.id.login);
button.setOnClickListener (this

} 0"

@Override

public void onClick(View v) {
String u = ((EditText) in
String p = ((EditTex
login = new Login(u,
String msg = "";

EditText text ft
text. setText(ms )

response nexecute () ;
Log.1i(TA ﬁier login.execute () ") ;
if (requ§§\ = null) {
i{g%%é%ponse getStatusLine () .getStatusCode() ==
{

HttpStatus.S
ok
Q\\ BufferedReader reader = new BufferedReader (
Eb new InputStreamReader (response.getEntity ()

NZewById(R.id.username)) .toString () ;
dViewById(R.id.password)) .toString() ;

T{Text) findViewById(R.id.editTextl);

! .getContent()))
iﬁb StringBuilder sb = new StringBuilder()
Qk\ String line;
égb while ((line = reader.readLine()) ! = null) {
sb.append(line) ;
}
msg = sb.toString();
} catch (IOException e) {

Log.e(TAG, "IO Exception in reading from stream.");

}
} else {
msg = "Status code other than HTTP 200 received";
}
} else {
msg = "Response is null'";

AO
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}
text.setText (msqg) ;

J_L.SJJGJ_JA_MJQMUJ% 39,0 Olgea Ol oo 1) cpl .l 3 lulal W, Cllas SGT-0 U8

s S
strings.xml ;L :v-0 s (A é?

<?xml version = "1.0" encoding = "utf-8"?>
<resources>
<string name
<string name
<string name
<string name
<string name
</resources>

"hello" > Web Application response:</string>
"app name" > LoginDemoClientl</string>
"username" > Username</string>

"password" > Password</string>

"login" > Login</string>

oY
main.xml J;_ls A0 uS

gmg
N

<?xml version = "1.0" encoding = "utf-8"?>
<LinearlLayout xmlns:android =
"http://schemas.android.com/apk/res/android"

android:orientation = "vertical"

android:layout width = "fill parent"

android:layout height = "fill parent"

android:weightSum = "1">

<TextView android:textAppearance = "?android:attr/textAppearancelLarge"
android:id = "@ + id/textViewl" android:layout height = "wrap content"
android:layout width = "wrap content" android:text = "@string/username">
</TextView>

<EditText android:layout height = "wrap content"

android:layout width = "match parent"” android:id = "€ + id/username">
</EditText>

<TextView android:textAppearance = "?android:attr/textAppearancelLarge"
android:id = "@ + id/textView2" android:layout height = "wrap content"
android:layout width = "wrap content" android:text = "@string/password">
</TextView>

<EditText android:layout height = "wrap content"

android:layout width = "match parent" android:inputType = "textPassword"
android:id = "@ + id/password">

</EditText>

<Button android:text
"wrap content"

"@string/login" android:layout height =

android:layout width = "166dp" android:id = "@ + id/login">
</Button>
<TextView android:text = "@string/hello" android:layout height =

"wrap content"
android:layout width
</TextView>
<EditText android:id
"wrap content"
androzd:layoutiwidth = "match parent" android:inputType = "textMultiLine"
android:layout weight = "0.13">

"fill parent">

"@ + id/editTextl" android:layout height =

A
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<requestFocus > </requestFocus>
</EditText>
</LinearLayout>

Sl S LY 5 eddicl a5 Ay glacul 5l glas samas Juls 5 5 4o mainxml  string.xml sls |G

Sl o ael
e ol ol 00 ol e S 5505 1) (eodaie las s 505 5 60 U 5 S |l 1) 0 &L
sl 53 a Lt (Ui 18-0 s a) e oy ol go pde 5l (SO Sl o SIS i

RSPV l,log'ﬁ)uﬂ%

Username

sheran

Password

Login

Web Application response:

Login failed!!
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e Al Injection

e A2 Broken Authentication and Sessiof)
e A3 Cross-Site Scripting (XSS)
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azazel:~ sheran$ openssl 8 _cllent -connect mail.google.com:443
CONNECTED(00000003)
depth=l /C«2ZA/O=Thawte Consulting (Pty) Ltd./CNeThawte SGC CA
verify error:num=20:unable to get local issuer certificate
verify return:0
Certificate chain
0 5:1/C~US/ST=California/L-Mountain View/0»Google Inc/CN+mail.googlo.com
i1 /C~BA/0=Thawte Consulting (Piy) Lid./CN~Thawte SGC CA
1 8:/C~REA/O+~Thawte Consulting (Piy) Lid./CN~Thawte 5GC CA
i:/C»US/O=VeriSign, Inc./OU«Class 3 Public Primary Certification Authority
Sexver certificate
----- BEGIN CERTIFICATE««w~~=
MIIDIJCCAOUGAWIBAGIOHXN2 JXAYEPCRYrVIMCCEIANDBGkqhkiCIWOBMUFADBN
MOewCQYDVOOGEWS aQTEIMCMGA 1 UEChMcVGhhd JR1 IENVDAN ] biiRpbeo gk P BleSky
THRKL JENMBQCGA LUBAXMNVGhhd IR 1 IFNEQYBDOTAC FWiWOTEYMTgwMDAWMD BaPwl x
NTEyMTgyNzUSNTLaNGKXC2AIRGRVIAYTALVIMRMWEQYDVOOIBWwpDYWxpZa Sybal h
MRYWFAYDVOORFPAIND3IVUAGPpb L DRAWVINANVEQYDVOOKFARHL2 9nbGUGSR 5 IMRgw
PQYDVOODFAILYNLlalaxdvb2del 85 jb2 OwglewDQYIROZ IhveNAQEBBQADYY OAMIGY
AoGBANKknyBliye+RFyUa2Y INDaXd+POCIgD ) xR2cgPRnogABL2QfQuet TLSCymrNwn
ES+wMwaalZPOLmiSfSqRIWS4LEssXQuyBZYii j1rVhInbBbUbS/ breDz IRy XeaWDP2
BuYyrVFLEVIQ+BKLrobICOR2QOOpWSEA1+PPUMS 1WYENGKLTAGMBANG jgo:
DAYDVROTAQH /BAIwADAZ BgNVHRIELz AtMCugKaAnhiVodHRwO1i8vY 3JsLnRoYXd0
255 3b20vVChhd IR1UOADOOEUY 3T sMCgCA 1 UATOORMASCCCsCAQUPBWMBBggr BGEF
30cDAgYIYIZIAYDIQgQEMHIGCCaCAQUFBWEBBSYW DAL BggrBgEFBQowAY YWallRO
cDoVvL29 e AAEChhd IR LaNvhTA+ DegrDGEFBOcwAOY yaHROCDOVL 3d3dy S0AGF 3
dGUuY29LLIT1cG zaXRvenkvVGhhEIRIX INRQL 50085 ScrOwDOYIRCE IRveNAQR T
DOADGYEALC ju7 foxy+ yRP2drx57Teqo* DELRICLINZ InhPaS 905 audDAR Jy2519
VWviEgagliHroOEgI2ZNVES 3geXwiWtaCARCO JvNWI6 /x1CiqSDED TESei YDSEIXD
8/a2vRSIbgY89ngsvulaévapHEVERE4B8x0121PQ7Br I jnYQIAD-
----- END CERTIPICATE-«wea
subject~/C=US/ST~California/LeNountain View/O~Google Inc/CN-mail.google.com
issuor~/C»ZA/O»Thawte Consulting (Pty) Ltd./CN-Thawte SCGC Ch
No cllient certificate CA names sent
SSL handahake bas road 1773 bytes and written 316 bytes
New, TLBv1/SS5Lv3, Cipher is RC4-SHA
Sexver public key is 1024 bit
Secure Renegotiation IS supported
Compressions NONE
Expansion: NONE
SSL-Session:
Protecol : TLSvl
Cipher : RC4-SHA
Session-ID: G6EEHEE20IEE2FT764531D20357C4CIS56DNICECES4 T6A0AASELABPCBICIPCLOPL
Session-ID-ctx:
Master-Key: E0SCEIJ0SAGIA2FOFSIEDCCCCO67IFOIFABIESDBTFEIDSPSE61S6ABECEAISSI7BASEEDNSCIEIERIJS0EDIFIAITIEIR2DB5¢
Key-~-Arg 1 None
Start Time: 1319528177
Timeout 1 300 (oeq)
Verify roturn code: € (ok)
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This Connection is Untrusted

WA You have asked firefox to connect securely to gmall.com. but we can't confirm that your
| connectian Is secure

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified. %

What Should | Do?

If you usually connect to this site without problems, this errar could mean that someone s
trying to impersonate the site, and you shouldn't continue
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CREATE TABLE apress (

"id’ int(l11) unsigned NOT NULL AUTO INCREMENT,

‘name” varchar (50) NOT NULL DEFAULT '',

‘email’ wvarchar(50) DEFAULT NULL,

PRIMARY KEY (' id’)

) ENGINE = MyISAM AUTO INCREMENT = 4 DEFAULT CHARSET = latinl;

a5 5 55 bl MySQLConnect UL project < .3 53 o0 gars 82,08 b, Ao )%Yu

511, MySQL Connector/d ass o 21 0131y 2338 sl D UL m 5 53 G o83

as Iy jar Jub 5 es S3L 1, archive OF e 3 355 35k www.mvsql.com/pros/connector/

Z N : H . . T B * 1 -
51,51zt mysgl-connector-java-5.1.15-bin jar i« 4L Jﬁbnﬁ)\ 2 S b (6,558 s
Aol gl S wline (5o project layout oK s oo oslaal (g5 wl 5 A o g Eclipse

N
e\

v u_—j- MySQLConnect
¥ (#Bsrc
¥ £ net.zenconsult.android
» [J] MySQLConnectActivity.java
> fEf%gen [Generated Java Files]
» = Android 2.3.3
b =, Referenced Libraries
& assets
» = bin
¥ =lib
Q& mysql-connector-java-3.0.17-ga-bin.jar
:;; mysql-connector-java-3.1.14-bin.jar
\ 9 mysql-connector-java-5.1.15-bin.jar
g v & res

v\% b (= drawable-hdpi

b (= drawable-Idpi
@ b (2 drawable-mdpi
\ ¥ = layout
@ X list_item.xml
\X| main.xml
v (= values
\X| strings.xml
71, AndroidManifest.xml

® proguard.cfg
=] project.properties
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<?xml version = "1.0" encoding = "utf-8"7?> =
<TextView xmlns:android = "http://schemas.android.com/apk/res/android"
android:layout width = "fill parent"

android:layout height = "fill parent"

android:padding = "10dp"

android:textSize = "l6sp" >

</TextView>

X/
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REIS MySQLConnectActi\@%java B IS welsl s s e o]

MySQLConnectActivitx.' s uS -1 S
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package net.zenconsult.android;

import java.sgl.Connection;

import java.sgl.DriverManager;

import java.sqgl.PreparedStatement;

import java.sgl.ResultSet;

import java.sgl.SQLException;

import java.util.Enumeration;

import java.util.Hashtable;

import android.app.ListActivity;

import android.os.Bundle;

import android.util.Log;

import android.view.View;

import android.widget.AdapterView;

import android.widget.AdapterView.OnItemClickListener;

import android.widget.ArrayAdapter;

import android.widget.ListView;

import android.widget.TextView;

import android.widget.Toast;

public class MySQLConnectActivity extends ListActivity {
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
Connection conn = null;

String host = "192.168.3.105";
int port = ;
String db = "android";

String user = "sheran'";
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String pass = "PlsswOrd";
String url = "jdbc:mysgl://" 4+ host + ":" + port + "/" + db +
"?user = "

+ user + "&password = " 4+ pass;

String sgl = "SELECT * FROM apress";

try {
Class.forName ("com.mysgl. jdbc.Driver'") .newInstance() ;
conn = DriverManager.getConnection (url);
PreparedStatement stmt = conn.prepareStatement (sqgl);
ResultSet rs = stmt.executeQuery();

Hashtable < String, String > details = new Hashtable <
String, String > ();

while (rs.next()) {
details.put(rs.getString("name"), rs.getString("email"));
}
String[] names = new String[details.keySet().size()];
int x = 0;
for (Enumeration < String > e = details.keys();
e.hasMoreElements () ;) {
names [x] = e.nextElement ()
X++;

}
conn.close() ;
this.setlListAdapter (new ArrayAdapter < String > (this,
R.layout.list item, names));
ListView 1lv = getListView();
lv.setTextFilterEnabled (true) ;
lv.setOnItemClickListener (new OnItemClickListener () {
public void onItemClick (AdapterView < ? > parent, View
view,
int position, long id) {
Toast.makeText (getApplicationContext (),
((TextView) view) .getText (),
Toast.LENGTH SHORT) .show () ;
}
1)
} catch (ClassNotFoundException e) {
Log.e ("MYSQL", "Class not found!");
} catch (SQLException e) {
Log.e ("MYSQL", "SQL Exception " + e.getMessage());
} catch (InstantiationException e) {
Log.e ("MYSQL", "Instantiation error " + e.getMessage());
} catch (IllegalAccessException e) {
// TODO Auto-generated catch block
e.printStackTrace () ;
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Connection conn = null;
String host = "192.168.3.105";
int port = ;
String db = "android";
String user = "sheran'";
String pass = "PlsswOrd";
String url = "jdbc:mysgl://" 4+ host + ":" + port + "/" + db + "?user ="
+ user + "&password = " + pass;
String sgl = "SELECT * FROM apress";
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XML

<?xml version = "1.0" encoding = "UTF-8"?2?>

<apress>

<users>

<user name = "Sheran" email = "sheranapress@gmail.com" />
"Kevin" email = "kevin@example.com" />
<user name = "Scott" email = "scottm@example.com" />
</users>

</apress>

JSON

{

users: {

user: [

<user name

{
name: 'Sheran',
email: 'sheranapress@gmail.com'
}I
{
name: 'Kevin',
email: 'kevin@example.com'
}I
{

name: 'Scott’',

email: 'scottm@example.com'
}
1
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package net.zenconsult.android;
import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStreamReader;
import java.io.StringReader;
import java.net.URI;
import java.net.URISyntaxException;
import javax.xml.parsers.DocumentBuilder;
import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.parsers.ParserConfigurationException;
import org.apache.http.HttpResponse;
import org.apache.http.client.HttpClient;
import org.apache.http.client.methods.HttpGet;
import org.apache.http.impl.client.DefaultHttpClient;
import org.w3c.dom.Document;
import org.w3c.dom.NodelList;
import org.xml.sax.InputSource;
import org.xml.sax.SAXException;
import android.app.ListActivity;
import android.os.Bundle;
import android.util.Log;
import android.view.View;
import android.widget.AdapterView;
import android.widget.AdapterView.OnItemClickListener;
import android.widget.ArrayAdapter;
import android.widget.ListView;
import android.widget.TextView;
import android.widget.Toast;
public class RESTFetchActivity extends ListActivity {
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
BufferedReader in = null;
try {
HttpClient client = new DefaultHttpClient()
HttpGet request = new HttpGet();
request.setURI (new
URI("http://192.168.3.105/apress/members")) ;
HttpResponse response = client.execute(request);
in = new BufferedReader (new
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InputStreamReader (response.getEntity ()
.getContent()))
StringBuffer sb = new StringBuffer("");

String line = "";
String newlLine = System.getProperty("line.separator");
while ((line = in.readLine()) ! = null) {

sb.append(line + newLine);

}

in.close();

Document doc = null;

DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance() ;

DocumentBuilder db = dbf.newDocumentBuilder() ;

InputSource is = new InputSource();

doc = db.parse(is);

NodelList nodes = doc.getElementsByTagName ("user") ;

String[] names = new String[nodes.getLength()];

for (int k = 0; k < nodes.getLength(); ++k) {
names[k] =

nodes.item(k) .getAttributes () .getNamedItem (" name")

.getNodeValue () ;

}

this.setlListAdapter (new ArrayAdapter < String > (this,

R.layout.list item, names));

ListView 1lv = getListView()

lv.setTextFilterEnabled (true) ;

lv.setOnItemClickListener (new OnItemClickListener () {

is.setCharacterStream(new StringReader (sb.toString())):

public void onItemClick(AdapterView < ? > parent, View

view,
int position, long id) {
Toast.makeText (getApplicationContext (),
((TextView) view).getText (), Toast.LENGTH SHORT)
.show () ;
}
}) s
} catch (IOException e) {
Log.e("REST", "IOException " + e.getMessage()):
} catch (URISyntaxException e) {
Log.e("REST", "Incorret URI Syntax " + e.getMessage())
} catch (ParserConfigurationException e) {
// TODO Auto-generated catch block
e.printStackTrace() ;
} catch (SAXException e) {
// TODO Auto-generated catch block
e.printStackTrace() ;
}
}
}
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

package net.
java.
java.
java.
java.
java.
.apache

org
org.
org.
org.

org.json.JSONArray;
org.json.JSONException;
org.json.JSONObject;
android.app.ListActivity;
android.os.Bundle;
android.util.Log;

apache
apache
apache

zenconsult.android;
io.BufferedReader;
io.I0Exception;
io.InputStreamReader;
net.URI;
net.URISyntaxException;

.http.
.http.
.http.
.http.

HttpResponse;
client.HttpClient;
client.methods.HttpGet;
impl.client.DefaultHttpClient;
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import android.view.View;
import android.widget.AdapterView;
import android.widget.AdapterView.OnItemClickListener;
import android.widget.ArrayAdapter;
import android.widget.ListView;
import android.widget.TextView;
import android.widget.Toast;
public class RESTJSONActivity extends ListActivity {
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
BufferedReader in = null;
try {
HttpClient client = new DefaultHttpClient()
HttpGet request = new HttpGet();
request.setURI (new
URI("http://192.168.3.105/apress/members.json")) ;
HttpResponse response = client.execute(request)
in = new BufferedReader (new
InputStreamReader (response.getEntity ()
.getContent()));
StringBuffer sb = new StringBuffer("");
String line = "";
while ((line = in.readLine()) ! = null) {
sb.append(line);
}
in.close () ;
JSONObject users = new JSONObject (sb.toString())
.getJSONObject ("users") ;
JSONArray JjArray = users.getJSONArray ("user");
String[] names = new String[jArray.length()];
for (int 1 = 0; i < jArray.length(); i++) {
JSONObject jsonObject = jArray.getJSONObject (i) ;
names[i] = jsonObject.getString("name");
}
this.setlListAdapter (new ArrayAdapter < String > (this,
R.layout.list item, names));
ListView 1lv = getListView();
lv.setTextFilterEnabled (true) ;
lv.setOnItemClickListener (new OnItemClickListener () {
public void onItemClick (AdapterView < ? > parent, View
view,
int position, long id) {
Toast.makeText (getApplicationContext (),
((TextView) view) .getText (), Toast.LENGTH SHORT)
.show () ;

})
} catch (IOException e) {

Log.e ("RESTJSON", "IOException " + e.getMessage());
} catch (URISyntaxException e) {

Log.e ("RESTJSON", "Incorret URI Syntax " + e.getMessage()):
} catch (JSONException e) {

// TODO Auto-generated catch block
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e.printStackTrace() ;

}
}
}
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